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February 2, 2001

Honorable James E. Newsome

Acting Chairman

Commodity Futures Trading Commission
1155 21* Street, N.W.

Washington, DC 20581

Dear Acting Chairman Newsome:

On behalf of the National Futures Association and the Futures
Industry Institute, we are pleased to forward to you the enclosed
Recommendations for Best Practices in Order Entry and Trans-
mission of Exchange-Traded Futures and Options Transactions
(“Report”). Approximately one year ago, the Commaodity Futures
Trading Commission (“Commission”) directed us to undertake an
“industry-wide study of issues associated with order transmission
and entry procedures for exchange-traded futures and options and
the diligent supervision of the order transmission and order entry
process by commodity professionals.”* Consistent with that
charge, the recommendations contained in this Report represent the
collective efforts of a wide cross-section of the exchange-traded
futures and options community.

An Advisory Committee of senior representatives of the deriva-
tives industry provided critical guidance to the members of our
study team in developing and implementing the study plan. In
addition, four Expert Panels, one representing end-users and the
other three comprised of individuals with expertise in operations,
technology and compliance, generously shared their knowledge
with us, allowing us to appreciate more fully the practical implica-
tions of the various international trading modalities and regulatory
structures, as well as assisting us in developing the recommenda-
tions set forth in this Report. Finally, we conducted interviews
both here and in Europe with officials from six governmental and
regulatory agencies, ten derivatives exchanges and approximately
thirty entities representing intermediaries, independent technology
service providers and end-users. In all, nearly 300 individuals
shared their knowledge and opinions with us. This Report would
have been impossible without their support and active participa-
tion. We want to take this opportunity to thank each of them.

! In the Matter of Refco, Inc., CFTC Docket No. 99-12, May 24, 1999.
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Finally, we would like to express our deep appreciation to the
members of the team who conducted the study that formed the
foundation of the Report. Coordinating the receipt and analyzing
the views of such a wide cross-section of the industry was not a
simple task. They performed admirably. Our thanks as well to the
National Futures Association, which generously furnished office
space and administrative support and which, with the Futures
Industry Institute and the Futures Industry Association, made
available the services of senior staff to represent us in the day-to-
day management of the Study.

We appreciate your confidence in asking us to undertake this Study
and welcome the opportunity to discuss our recommendations with
you, the other members of the Commission and members of the
Commission staff in greater detail.

Sincerely,

Margafet M. Eisen

ot Py, isblgens

Susan M. Phillips

JELIAA, D) oS

Robert K. Wilmouth
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SUMMARY AND INTRODUCTION

In May 1999, at the direction of the Commodity Futures Trading
Commission (“Commission”), the National Futures Association
and Futures Industry Institute undertook an “industry-wide study
of issues associated with order transmission and entry procedures
for exchange-traded futures® and options and the diligent supervi-
sion of the order transmission and order entry process by com-
modity professionals.”® Our mission was to develop futures
industry “best practices,” in particular as they relate to the handling
of customer orders. The recommended best practices we devel-
oped and which constitute the body of this Report were designed to
ensure the fair treatment of all users of the futures and options
markets while supporting the efficient functioning of these mar-
kets. In this regard, the areas to be examined included order entry,
acceptance, transmission, delivery, execution, reporting and the
supervision of each of these areas. A diagram indicating these
chronological stages in the flow of customer orders is outlined
below in this section.

This Report, Recommendations for Best Practices in Order Entry
and Transmission of Exchange-Traded Futures and Options
Transactions, represents the collective efforts of a wide cross-sec-
tion of the exchange-traded futures and options community. An
Advisory Committee of senior representatives of the derivatives
industry provided critical guidance to the members of our study
team in developing and implementing the study plan.> In addition,
four Expert Panels, one representing end-users and the other three
comprised of individuals with expertise in operations, technology
and compliance, generously shared their knowledge with us,
allowing us to appreciate more fully the operational implications of
the various trading modalities and regulatory structures that under-

2 Recent amendments to the Commaodity Exchange Act revamp the

regulatory structure for U.S. futures exchanges and introduce new terms, such as
“derivatives transaction execution facilities,” “exempt boards of trade,” and
“excluded electronic trading facilities.” As used in this Report, the term
“exchange” refers to entities that would have been termed “contract markets” at
the time the Report was undertaken.

3 In the Matter of Refco, Inc., CFTC Docket No. 99-12, May 24, 1999.
4 We, therefore, did not analyze, nor does the Report make any recom-
mendations relating to, either sales practices or clearing of exchange-traded
derivatives transactions.

> See Appendix A.
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Scope of the Study

lie the recommendations set forth in this Report.® Finally, we con-
ducted interviews both here and in Europe with officials from six
governmental and regulatory agencies,’ ten derivatives exchanges®
and approximately thirty entities representing intermediaries®,
independent technology service providers and end-users.'® In all,
nearly 300 individuals shared their knowledge and opinions with
us. This Report would have been impossible without their support
and active participation.

The essential purpose of any order entry and transmission process
IS to assure the fair and equitable treatment of all market partici-
pants, in particular public customers, and to safeguard the efficient
functioning of the markets. This premise guided our research and
analysis and was foremost in our minds as we developed our rec-
ommendations.

During the organizational stage of the assignment, a number of
assumptions were developed and reviewed with the Advisory
Committee and the Expert Panels. These assumptions were used
in the development of interview questions and as a general guide
for the conduct of the study. The seven assumptions are as fol-
lows:

The study will deal with both open-outcry and electronic mar-
kets in a rapidly changing environment.

See Appendix B.
See Appendix C.

See Appendix D.
o For purposes of this Report, an “intermediary” is defined as any person
that acts for or on behalf of a customer in effecting transactions on or through
the facilities of a derivatives exchange. This term will be used most often to
refer to brokerage firms (e.g., futures commission merchants or FCMs in the
U.S.) that solicit or accept orders for execution and, in connection therewith,
hold customer funds. However, in appropriate circumstances, an intermediary
could include an introducing broker, an account manager, a floor broker, or an
exchange (if the exchange performs functions that an intermediary normally per-
forms).
10 See Appendix E. In addition to interviews, we also distributed a writ-
ten survey to a number of industry professionals. However, as we received very
few written responses we decided it would be more effective to pose these ques-
tions during the oral interview process. It should be noted, however, that the
survey responses we did receive were consistent with those emanating from the
interview process.
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e Some best practices exist today and have served the industry
well.

e Some practices can and should be improved.

e New or enhanced best practices must be achievable in terms of
the cost, time and resources necessary to develop and maintain
them.

e To be effective, best practices must be widely accepted. Fur-
ther, existing regulations and their enforcement must continu-
ously evolve to support tomorrow’s best practices.

e Current and emerging technologies present opportunities to
enhance existing processes and procedures.

e While automated systems appear to provide a better audit trail,
they are not foolproof.

In developing this Report, we recognized that neither the markets
we examined nor the regulatory structures that govern them are
static. New and different trading systems are introduced almost
daily. Meanwhile, established markets are racing to form interna-
tional alliances that will extend their trading days and make them
more attractive trading venues. In response, several regulatory
authorities, including the Commission, have undertaken major ini-
tiatives that revise significantly the manner in which business is
conducted on derivatives exchanges worldwide."* To have con-
tinuing vitality in this uncertain environment, therefore, we recog-
nized that our recommendations should be flexible enough to apply
to any type of trading system that currently exists or may be intro-
duced in the near future.

Although we concluded it would be inappropriate to design our
recommendations for existing regulatory structures, neither would
it be appropriate to ignore them. We carefully analyzed the rele-
vant rules of the Commission, the various U.S. self-regulatory
organizations and, to a lesser extent, the U.S. securities markets

1 Similar to the Commission’s substitution of performance standards

contained in “core principles” for numerous prescriptive rules, the recommen-
dations in this Report similarly do not set strict legal requirements. Rather,
these recommendations establish realistic goals and leave to the markets and
market participants the decisions on the best means of achieving such objectives.
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Methodology of the Study

and several European derivatives markets. To varying degrees,
these rules were designed to achieve the goals of fair treatment and
market efficiency described earlier. We also analyzed prominent
Commission administrative proceedings that found improper con-
duct in the allocation of customer orders.

We concluded, and our interviews confirmed, that existing rela-
tionships among customers, account managers, intermediaries and
exchanges are far too diverse and complex to permit the adoption
of a single best practice for any aspect of this process. Moreover,
as the markets evolve and new electronic trading systems are
developed, these relationships are certain to change significantly.
Consequently, as previously mentioned, our recommendations
generally set forth goals to be achieved rather than propose a spe-
cific course of conduct through various stages of the order process.

An additional element of our study was an analysis of the place of
technology in exchange-traded markets. We interviewed informa-
tion technology personnel and observed different systems at more
than thirty exchanges, intermediaries, order-routing vendors and
related systems providers. To state the obvious, technology plays
an essential role in every trading system that we examined,
including the open-outcry markets.

In particular, these latter exchanges either have implemented or are
undertaking pilot programs to test systems that route orders
directly from intermediaries or other market participants to the pit.
Several of these systems also are able to deliver orders into elec-
tronic deck-management systems that are either controlled by indi-
vidual floor brokers or are administered by the exchange. Such
systems then route fill reports back to the customer or account
manager who placed the order. When these routing systems are
connected to trade-matching engines, customer protections can be
further enhanced by providing timely, accurate, anonymous trade
matching and automated allocation, as well as a more precise audit
trail for trade reconstruction. For their part, intermediaries and
other market participants also expect to devote an increasing
amount of their resources to the development and purchase of
electronic order-routing and management systems.

As the study commenced, we determined to decompose the order
process and identify chronologically the essential steps by which
an order is entered, transmitted for execution and reported back to

12 See Appendix F.



Recommendations for Best Practices in Order Entry and Transmission
of Exchange-Traded Futures and Options Transactions Page 5

the customer as filled. In addition to viewing the order flow
process in terms of its timeline, we also developed a topical, ana-
Iytical framework. While these two approaches are complimentary
and in many respects overlapping, we found the latter methodology
more useful in structuring the analysis and recommendations for
best practices of the final Report. However, because both means
of viewing the order process provide relevant insights, we outline
below the salient elements of the order-flow chronology from
order entry through trade reporting and relate them to the topical
issues that constitute the core of this Report.

First, however, we note that the process begins with the financial
beneficiary — the one who directly or indirectly receives the gain or
loss resulting from the trade — and the order originator — the person
authorized to determine the elements of an order. The order origi-
nator and financial beneficiary may be the same or different per-
sons.

Order originators and financial beneficiaries include, among
others, individuals, institutional investors, other commercial enti-
ties, commodity pool operators, fund managers, futures commis-
sion merchants, introducing brokers, and their associated persons.
Prior to originating an order, best practices involve a due-diligence
examination by the financial beneficiary/order originator and his or
her intermediary of the risks of trading, as discussed in the next
chapter of this Report.

Finally, it should be noted that the order-flow process — from both
a chronological and an analytical approach — involves supervision
at all stages and within all aspects of the process. The regulations
as well as best practices focus on supervisory responsibilities of
registrants, such as associated persons of intermediaries and
account managers. Nevertheless, institutional investors and pro-
prietary traders, as part of their internal controls programs, also
have a responsibility to develop and assign supervisory duties to
their employees.

Chronology of the Order Flow Process and Its Relationship to
the Best Practices Topics Addressed in this Report.

Order Flow Chronology

Order
Entry

Order

Acceptance Transmission Delivery Execution Reporting

—s | Order —s | Order —s | Order —s| Order
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Order Entry: The process by which the elements of an order
are recorded and entered into the order flow.

Once the elements of the order have been established by the order
originator, they must be effected. Key questions related to best
practices include: (1) which order elements are essential; (2) when
are they required; (3) how do the essential elements and their time
of entry affect customer protection; and (4) what are the advan-
tages and disadvantages associated with electronic versus manual
entry.

Currently, U.S. requirements include the recording of the com-
modity, contract month, number of contracts, order type, account
identifier, order number and time stamp. On major European
exchanges and under their regulatory environments, account identi-
fiers are not required universally when customer orders are
entered, nor are time stamps required when a broker receives an
order.

The purpose of the account identifier in the U.S. is to tie a particu-
lar order back to its order originator, while the time stamp facili-
tates the reconstruction of trading and the location of a particular
trade within a sequence of trades. Best practices during this step of
the order-flow process involve operating procedures to safeguard
the identity of the account for which the trade was entered while
expediting the order’s entry. These issues are discussed in the
Account Identification section of this Report.

In an electronic market, a complete time history can and should be
maintained on all orders. The situation in open-outcry markets is
not as simple and involves significant financial as well as techno-
logical considerations, particularly for those open-outcry markets
that are beginning or planning shortly to migrate to an electronic
platform. Discussion of the Best Practices related to these issues is
contained in the Trade Reconstruction, Electronic Order-Routing
Systems, and Electronic Trading sections of this Report.

Order Acceptance: The process by which entered order data
are reviewed and approved.

For many institutional clients a routine pre-execution screening of
orders is not considered a best practice. This results from the fact
that the trading or hedging performance of many non-retail clients
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may be adversely affected by even a short delay prior to execution
of an order, and because a single intermediary normally has only
partial knowledge of such customers’ trades and positions. In all
cases intermediaries should have the ability to identify every order
from acceptance through execution as belonging to a particular
customer or group of customers in the case of a bunched order.
For certain types of market users it is a best practice for interme-
diaries prior to order acceptance to employ order-routing systems
that interface with credit review/risk management systems. This
Report highlights these issues in the Electronic Order-Routing
Systems and the Account Identification sections.

Order Transmission: The process that, directly or indirectly,
receives accepted order data in an open-outcry environment
and presents such information to the trading floor booth.

Order Delivery: The process that receives and presents
accepted order data into the execution vehicle.

This distinction between order transmission and order delivery is
fading as electronic markets proliferate and open-outcry markets
introduce more sophisticated technology up to and into the pit or
ring. Regardless of whether the market is electronic or open out-
cry, electronic order-routing systems, when properly designed and
functioning, enhance the speed, accuracy and customer protection
of the order flow process. Best practices require such order-rout-
ing systems to have high levels of functionality, capacity, security,
integrity, and risk management and for the purveyors of such sys-
tems to provide clear, user-friendly information and training for
their use. These requirements are outlined in the Electronic Order-
Routing Systems and Electronic Trading Systems sections of this
Report.

Included among issues arising during order transmission and deliv-
ery are problems associated with the transfer of unfilled orders and
the movement of orders across multiple time zones. Best practices
facilitate such transfers, in part by ensuring that sufficient staffing
is available whenever the markets are open, including those in
other time zones. Theses issues are discussed in the Transfer of
Unfilled Orders section of this Report.
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Order Execution: The process by which an order is filled.

Whether in an electronic or open-outcry market, the minimization
of intraday market risk is essential. Real-time matching of trade
data facilitates risk reduction and therefore is a best practice.
While such matching occurs naturally when an electronic exchange
is functioning properly, in open-outcry markets trade data currently
are matched at intervals from five minutes to twice daily, a critical
lag that should be reduced. Related to real-time matching is the
prompt resolution of all unmatched trades. The Real-Time
Matching section of this Report expands on these issues.

Best practices as related to order execution also include standards
to assure equitable treatment of market participants, market trans-
parency, customer education and trade practice surveillance, as
well as to foster system security, capacity, and integrity. These
issues are addressed in the Electronic Trading Systems section of
this Report.

Customer protection also is enhanced by making available the
tools that particular customers need to manage their risks, includ-
ing the ability to execute trades by various modalities. Cross
trades and block trades, which in analogous forms are available in
U.S. securities markets, fill such needs for certain market users.
The provision of such alternative means of trade execution is dis-
cussed in the Alternative Trading Procedures section of this
Report.

Trade Reporting: The process by which executed trade data
are confirmed, directly or indirectly, to the Order Originator.

Speed and accuracy are essential in an efficient order-reporting
system. To meet such standards, an electronic order-routing sys-
tem should be employed. Best practices associated with the use of
such systems are discussed in the Electronic Order-Routing Sys-
tems and Electronic Trading Systems sections of this Report.

In order to improve the flow of post-execution information, firms
are strongly encouraged to develop a common technology to
transmit data. This is especially critical for trade-allocation and
give-up data. These areas are discussed in the Intermediary Com-
munications Technology and Give-Up Transactions sections of this
Report. Customer protection also requires those firms executing
and/or carrying customer positions to exercise due diligence in
reviewing relevant data for unusual activity, (e.g., position trans-



Recommendations for Best Practices in Order Entry and Transmission
of Exchange-Traded Futures and Options Transactions Page 9

Recommendations
for Best Practices

Due Diligence
Required

Best Practices Tailored
To Customers’ Needs

fers between customer and proprietary accounts, account number
changes after trade date plus one). These issues are addressed in
the Unusual Account Activity section of this Report. Finally, after
the fact it may be necessary to reconstitute all or significant parts
of the chronology of an order. To address these issues, which
encompass the entirety of the order-flow process, we developed the
Trade Reconstruction and Records Retention sections of this
Report.

Our recommendations, which number forty-seven, are grouped
among thirteen separate topics, as discussed in the following
chapters. While some recommendations may appear obvious,
others likely will be controversial.

Four central themes dominate our best practices recommendations:
(1) due diligence is required of all market participants, (2) cus-
tomer protection is best served by tailoring best practices to cus-
tomers’ sophistication and needs; (3) mitigation of systemic risk
and financial failures is fundamental to customer protection; and
(4) significant benefits flow from expanding the use of technology
to all markets, market participants and relevant processes of the
futures industry.

Our first recommendations for best practices are designed to high-
light the critical role that intermediaries and customers play in
assuring that they are aware of the risks and obligations of entering
into exchange-traded derivatives transactions and establishing
business relationships with each other. These risks and obligations
cannot be eliminated, and customers as well as intermediaries have
an obligation to understand them. Further, as discussed in the next
chapter of this Report, intermediaries and exchanges both have an
obligation to make available to customers sufficient information
for customers to make a reasoned decision to participate in these
markets.

All market participants are entitled to fair treatment and to have
their orders handled expeditiously. However, because large insti-
tutional customers and professional account managers who exer-
cise discretionary trading authority over customer accounts fre-
quently engage in complex transactions across multiple markets
and jurisdictions, the needs of such customers may require differ-
ent means of accomplishing these objectives. Our recommenda-
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Mitigation of
Systemic Risk

Expanded Use of
Technology

tions in this regard are found in the Account Identification, Allo-
cation of Bunched Orders, Give-up Transactions, and Alternative
Trading Procedures sections of this Report.

Customer protection in the largest sense involves much more than
assuring that every customer receives equal treatment, fair trades
and timely order handling. Equally important is assuring the
financial integrity of the process and those involved in it —
exchanges, clearinghouses, and intermediaries — while permitting
clients the maximum freedom to choose where and with whom to
trade. During the last two decades the greatest threat to all types of
customers, as well as to many intermediaries, has been the specter
of systemic loss triggered by the failure of an intermediary — recall
the Volume Investors, Barings, Griffin and Klein affairs, to name a
few. Because the give-up process, without proper safeguards,
could pose a risk to customers, we considered it an important area
in which to develop best practices in this Report. The mitigation
of systemic risk is also addressed in the section of this Report
detailing Intermediary and Customer Due Diligence Prior to Trad-

ing.

Technology can facilitate the prompt transmission and confirma-
tion of all orders regardless of the trading platform through which
they are executed. Moreover, the expanded use of technology can
assist market participants in performing essential risk-management
functions and can provide a reliable audit trail to benefit all market
participants. In particular, customer protection can be enhanced
significantly by the application of technology to produce an order-
flow process that includes the following elements: (1) the
customer or account manager enters the order directly, or through
the intermediary, into an electronic order-routing system; (2) as
appropriate for the type of customer and transaction, the order is
processed through a risk-management/credit-control program; (3)
the order is routed electronically to a trading engine (on an elec-
tronic exchange) or to a deck-management system (on a open-out-
cry trading floor); (4) upon execution, the fill report is transmitted
electronically back to the intermediary and order originator; (5) the
trade is matched in a real-time environment; (6) trade endorsement
information is transmitted to the intermediary’s back office and the
exchange’s clearinghouse; and (7) executed trades that were not
processed through a risk-management/credit-control program prior
to execution are processed as soon as possible after execution.
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Purpose of
Recommendations
for Best Practices

Nonetheless, we recognize that some of the recommendations
contained in this Report could require significant changes in
existing exchange or intermediary systems. Further, as discussed
in several sections of this Report, certain technologies cannot be
readily adapted to all market participants or applicable to all trad-
ing strategies. Moreover, certain technological enhancements to
existing systems may not be advisable if such systems are sched-
uled to be replaced in the near future. Therefore, the costs of
implementing these recommendations, as well as the benefits to be
achieved, must be considered carefully.

Before turning to the detailed discussion of our various recom-
mendations, we wish to note again that these recommendations do
not establish rigid legal prohibitions or requirements. Nor do these
recommendations presume to ordain a particular course of conduct
as appropriate for all market participants in all circumstances.
Such an interpretation would be contrary to the Commission’s
recognition that the diversity of the markets and their participants
requires flexibility in the choice of the means to implement core
principles and meet regulatory objectives.

As previously indicated, our recommendations establish what we
believe are realistic performance standards and leave to the mar-
kets and market participants the decisions on the best means of
achieving them. Exchanges, intermediaries and customers alike
should adopt those procedures and technologies that are most
appropriate for the nature and scope of the futures and options
activities in which they engage. Consequently, the decision of a
market participant to elect a course of conduct that complies with
the spirit of this Report but not the letter of a particular recommen-
dation would not imply that the participant’s conduct is contrary to
the industry’s best practices.

We note further that, similar to the markets themselves, these rec-
ommendations are not intended to be static. As the markets and
the relationships among exchanges, intermediaries and other mar-
ket participants continue to evolve, we anticipate that it will be
necessary to revisit and revise these recommendations and the
assumptions that underlie them. This is particularly important in
light of recent statutory changes that affect the industry’s regula-
tory structure. We strongly encourage the industry to do so.
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Recommendations
for Best Practices:

INTERMEDIARY AND CUSTOMER DUE
DILIGENCE PRIOR TO TRADING

Everyone involved in a futures or futures options transaction has a
responsibility to understand and appropriately manage the risks of
such transactions. These responsibilities extend to exchanges,
clearing organizations, intermediaries, money managers, institu-
tional investors and all other users of the markets.

Intermediaries and customers should take appropriate steps to
understand the risks of trading on derivatives exchanges as well as
the reciprocal risks involved in establishing business relationships
with each other. Included in such understanding is specific knowl-
edge of the risks associated with trading on different exchanges
and clearing through particular clearing organizations, because
each has its own structure, requirements and safeguards that cus-
tomers and intermediaries should assess prior to trading.

Exchanges and clearing organizations have a responsibility to pro-
vide adequate information about their contracts, rules, trading sys-
tem, structure, and fees so that intermediaries and their customers
can exercise due diligence in determining whether or not to trade
on a particular market or exchange.

As appropriate for the type of customer, an intermediary should
examine carefully a potential customer’s creditworthiness, busi-
ness reputation, and anticipated trading patterns before authorizing
a customer to commence trading. Based on such review, the
intermediary should establish margin requirements and risk guide-
lines or internal limits appropriate for each customer, and these
levels should be reviewed periodically and revised as necessary.
In addition, intermediaries should have procedures designed to
prevent unauthorized persons from acting on behalf of the custom-
ers.

Intermediaries should provide their customers with a level of risk
disclosure and information about the markets appropriate to the
particular customer and the type of trading that the customer is
anticipated to undertake.

Intermediaries’ order-routing systems should interface with credit
review/risk-management systems to identify trading activity that
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exceeds any risk guidelines or limits the intermediary may estab-
lish for a customer or any risks that could pose unnecessary finan-
cial peril to the intermediary and/or its other customers. A review
of all identified items should occur in a timely manner, and in cer-
tain cases such as retail clients, it may be appropriate to complete
such checks before orders are accepted and forwarded for execu-
tion.

e Intermediaries should establish customer confidentiality proce-
dures to prevent the unauthorized use of customer information and
trade data for the benefit of other customers, including the inter-
mediary’s proprietary traders, if any. In particular, intermediaries
that trade both customer and proprietary accounts must assure that
an appropriate separation exists between the two.

e A customer or an intermediary that also trades one or more pro-
prietary accounts, either on its own behalf or on behalf of an affili-
ate, should have clearly defined trading objectives and should
establish and maintain loss limits or risk guidelines consistent with
these objectives. This is particularly important in circumstances in
which the customer or intermediary has granted trading authority
to an account manager or must rely on individuals to implement
the entity’s objectives. In such circumstances, entities should
institute appropriate procedures to protect against unauthorized
trading by employees or independent account managers.

e Before establishing a relationship with an intermediary a customer
should review, to the extent practicable, the intermediary’s capital,
business reputation (including disciplinary history), and exchange
and clearing organization affiliations. It also may be appropriate
for a customer to inquire regarding the nature of the intermediary’s
customer business, as well as the possibility that one or a few cus-
tomers’ default could cause material harm to the intermediary.

e Once trading begins, a customer should review carefully all con-
firmation reports and monthly statements to assure that trading
activity is consistent with the customer’s objectives. Customers
that are legal entities should designate experienced supervisory
staff separate from those responsible for trading or independent
third parties to review actual trading results on the customers’
behalf. Intermediaries that trade proprietary accounts should
establish similar audit procedures to ensure timely, independent
review of their trading activity.
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Discussion:

Both intermediaries and their customers have due diligence
responsibilities with respect to their transactions in exchange-
traded derivatives markets. In this regard, intermediaries have an
ongoing obligation to take appropriate steps to understand and, as
necessary take precautions against, the risks of entering into
futures and options transactions with particular customers.

From an intermediary’s perspective, potential customers must be
carefully and thoroughly evaluated. When initially accepting a
customer’s account, an intermediary should make appropriate
inquiry as to the nature of the transactions the customer expects to
undertake, i.e., markets to be traded, size and types of orders, fre-
quency of trading, etc. An intermediary’s basic understanding of a
customer’s expected trading patterns should be one of the factors
used to establish initial risk and credit guidelines or internal limits.
This preliminary understanding should be reviewed periodically
and revised as appropriate.

Intermediaries are required to provide their customers an adequate
level of risk disclosure. For many customers, the first step in risk
disclosure is dissemination and, as necessary, explanation of pre-
scribed risk disclosure statements. Beyond this, intermediaries
must exercise prudent judgement whether or not to provide addi-
tional disclosure to a particular customer. As indicated in inter-
views, firms take additional steps, as required by the circum-
stances, to ensure customers are aware of the risks involved in
trading futures and related options contracts. Such steps include
sending detailed explanatory or loss awareness letters to unso-
phisticated clients.

Further, if a customer grants trading authority over its account to
an account manager, the customer should be certain that the
account manager understands and is willing to trade in accordance
with the customer’s trading objectives. Trading managers should
provide and customers should maintain written agreements detail-
ing their respective rights and obligations and those of their inter-
mediaries. In turn, customers, either directly or in the case of legal
entities through experienced supervisory staff or independent third
parties, should monitor their accounts carefully and continually in
order to assure that these objectives are being met.

In addition, customers should be aware of the particular risks that
may be involved when engaging in transactions with certain inter-
mediaries, on certain markets, through certain clearing entities or
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in certain jurisdictions. Such risks include the potential conse-
quences of a default of the intermediary through which the cus-
tomer effects transactions, the default of the intermediary through
which the customer’s intermediary clears a particular exchange,
and the failure of the clearing organization through which the cus-
tomer’s transactions are cleared. To the extent the requisite
exchange or clearinghouse information is not readily available,
customers should request assistance from their intermediaries to
obtain it.

Similarly, customers should investigate fully the intermediaries
through which they are dealing. An intermediary should be willing
to furnish to current and potential customers pertinent information
with respect to its capital,*® business reputation, exchange and
clearing organization memberships, and other intermediaries that
clear the intermediary’s transactions on certain exchanges. It is
especially important in dealing with brokerage firms that are not
well capitalized to have an understanding of the types of custom-
ers* that trade through such intermediaries. Customers should
further supplement data provided by their intermediaries with
information from independent sources and from the customers’
own reviews. For example, the adjusted net capital, segregation
requirements, and designated self-regulatory organization status of
U.S.-registered FCMs are available to the public on the CFTC’s
web site. This financial information should provide the customer
the ability to compare a particular firm’s capitalization and regu-
lated customer business with that of other FCMs.

In addition, potential customers should be able to obtain an inter-
mediary’s disciplinary history from the regulatory authority or self-
regulatory organization with jurisdiction over the intermediary. In
the U.S., the National Futures Association serves as a clearing-
house for all disciplinary actions that have been taken against
CFTC registrants and provides this information on its web site.
Such data help customers analyze an intermediary’s reputation and
relate the intermediary’s offerings to the customer’s own needs.

B Generally, futures brokers are subject to regulatory minimum financial

requirements. Other intermediaries, such as account managers or floor brokers,
may not be subject to such requirements. Nonetheless, customers may wish to
determine the financial resources of such intermediaries.

1 To the extent a customer participates in so-called give-up transactions
described in a later chapter, the customer also should be aware of the particular
risks that may be associated with such transactions, including the risk of dealing
through two or more intermediaries.
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Recent failures of intermediaries serve as a stark reminder that a
customer’s trading activities can threaten the financial integrity of
the firm that carries the defaulting customer’s account and that an
intermediary’s resulting losses can threaten the financial well being
of all of its customers. Such threats to financial integrity arise with
proprietary as well as other customer accounts. Customer protec-
tion is enhanced, therefore, when an intermediary adopts proce-
dures to establish and enforce credit or risk guidelines or internal
limits appropriate for each of its customers, including proprietary
accounts.™ In particular, an intermediary should implement sys-
tems to identify unfavorable market moves or activity that would
exceed established risk levels set by the intermediary for customers
or that otherwise would pose an unacceptable financial risk to the
intermediary.*® Once such risks have been identified, the interme-
diary should review any problem accounts to determine whether
corrective action, e.g., instructing the customer to adjust certain
open positions or deposit additional collateral, may be warranted.
An intermediary’s credit review and risk-management procedures
should be evaluated periodically.

Several of the firms interviewed currently employ real-time
reviews of trading activity in which order routing systems interface
with credit/risk management systems prior to execution and com-
pare orders to pre-established limits. Such reviews normally are
limited to the retail-customer segment.

In contrast, the vast majority of those interviewed in both the U.S.
and Europe asserted that automated real-time credit review and
analysis is neither practicable nor reasonable for many large cli-
ents, particularly institutional customers. These latter frequently
trade numerous cash and derivative products across multiple mar-
kets and jurisdictions, using several brokers to execute and clear
transactions on the customers’ behalf. It is not possible for any
one intermediary to have comprehensive, accurate, and up-to-date
information on such clients’ complex trading activities across

= Such guidelines or limits, of course, are for the protection of the inter-

mediary and its other customers and not for the purpose of protecting a customer
from its own misjudgments.

16 Discussions with intermediaries indicated that, while there is no gener-
ally accepted risk model, some algorithms are gaining fairly wide acceptance.
Risk parameters vary greatly depending on the customer’s trading profile and
risk capital; other factors include whether credit is apportioned on a product,
market or customer basis.
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intermediaries. In this context, many customers indicated that they
use multiple brokers for a number of reasons, including competi-
tive factors and to avoid a situation in which one or two intermedi-
aries have comprehensive knowledge of the clients’ global posi-
tions.

Certain clients also indicated that the imposition of a credit/risk
review prior to order execution would impose costly, and in some
cases unacceptable, time delays. For such customers under normal
trading conditions, firms instead should perform post execution
reviews of account activity to assess compliance with risk guide-
lines and internal limits.

In addition, an intermediary or customer that trades for one or
more accounts on its own behalf should establish clear trading
objectives, as well as credit or risk guidelines designed to conform
to these objectives. In this regard, senior management of legal
entities that trade futures and their related options should institute
comparable safeguards applicable to trading personnel, desks,
departments or other business segments. Intermediaries should
establish additional audit procedures to ensure that their employees
comply with established safeguards. Common procedures noted
during the interview process include the separation of duties
among sales, trading, and bookkeeping staffs; routine review and
analysis of trade data for suspicious, unauthorized, or unusual pat-
terns by autonomous compliance, risk or other control-oriented
departments; and internal training programs to ensure a well-
versed, competent work force. Such internal controls are a pro-
prietary trader’s first line of defense.

Separately, intermediaries must take appropriate steps to maintain
the confidentiality of customer orders and positions, which is par-
ticularly important in those circumstances in which an intermedi-
ary also carries one or more proprietary accounts. Firms inter-
viewed noted a number of means of implementing Chinese walls,
including in some instances the physical separation of the broker-
age and proprietary trading departments of the firm.
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Recommendations
for Best Practices:

ACCOUNT IDENTIFICATION

Paramount to customer protection is the ability to assure that each
customer, at all times, receives the trades to which he or she is
entitled. Experience indicates that this regulatory imperative can
be accomplished when there are effective systems to identify an
order from entry through execution and to assure that orders that
group the trades of multiple customers are fairly allocated. A fur-
ther requirement is that there be procedures to monitor the imple-
mentation of these systems. Customer protection also is well
served when these systems and procedures impinge as little as pos-
sible on the timely execution of orders. These issues are discussed
in the current and following two sections — Account Identifica-
tion, Allocation of Bunched Orders and Unusual Account Activity.

The goals of account identification procedures, the first of the three
areas to be discussed in terms of best practices, is to enable an
intermediary to identify an order, from acceptance through execu-
tion, as belonging to a particular customer (or group of customers).
Related to this is the objective to assure the timely and efficient
execution of the order.

e At the time it accepts an order for execution, an intermediary
should have sufficient information to identify the customer (or
group of customers in the case of a bunched order)'” on whose
behalf the order was placed. During the entire order-flow
process — from entry through post-execution reporting — an
intermediary should be able to tie back an order to the cus-
tomer who placed that order.

e One means of accomplishing such account identification is by
recording a customer’s complete account identifier immedi-
ately upon receipt of an order.

e Alternate means for assuring unique identification of an order
are appropriate for certain accounts, such as large institutional
ones, when the delay involved in recording the complete identi-

o Additional procedures relating to the execution and allocation of orders

executed on behalf of a group of customers, i.e., bunched orders, are discussed
in the Allocation of Bunched Orders and Give-Up Transactions sections below.
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Discussion:

fier introduces significant financial exposure. In such cases,
intermediaries should develop procedures that satisfy custom-
ers’ business imperatives while assuring customer protections
comparable to those afforded by recording the complete
account identifier. A “short-code” is an example of such a pro-
cedure.

e All orders, whatever the identification process, must carry from
receipt a customer or proprietary account indicator if the order
was entered by an individual having control over a personal or
proprietary account as well as a third-party account.

e All orders that do not include the complete account identifier
immediately upon receipt should indicate whether the order is
for a customer or proprietary account.

e To assure effective trade practice and market surveillance pro-
grams, an intermediary should be able to make the complete
account identifier available to the appropriate regulatory or
self-regulatory authority no later than the business day imme-
diately following the trade date. *®

e An intermediary should be able to demonstrate the adequacy of
its account identification procedures to the satisfaction of the
appropriate regulatory or self-regulatory authorities.

The principal purpose of account-identification recordation
requirements is to assure accurate trade attribution. Related to this
is the facilitation of effective trade practice and market surveil-
lance programs. The goal of the recommendations contained in
this section of the Report is to maintain high standards of customer
protection and market integrity, including the timely discovery of
abuses such as misallocation and frontrunning of trades, while pro-
viding prompt, efficient execution and confirmation of customers’
orders.

In discussing account-identification requirements with the FCM
community and their clients in the U.S. it was apparent that cus-
tomers’ needs and perceived benefits differ considerably, depend-
ing upon the clients’ particular characteristics. In this context, the

18 Nevertheless, an exchange should be free to establish a more stringent

timetable.
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vast majority of those interviewed expressed the belief that large
institutional customers, because of their global and cross-market
trading patterns, require immediate access to the markets and that
recording the complete account identificator at order entry may
cause unacceptable time delays for such customers.

In contrast, intermediaries and their institutional customers in
Europe generally did not express such concerns, because they sel-
dom, if ever, use full account codes for time-sensitive clients.
Instead, representatives of clients and intermediaries interviewed in
Europe routinely use 2- or 3-character short codes. Those inter-
viewed also noted that identifying trades as customer or proprie-
tary, in conjunction with such short codes, permits the major Euro-
pean exchanges (which were the exchanges under discussion dur-
ing these interviews) to monitor for cross-trading and frontrunning
violations as well as to identify unusual account activity.

As described in interviews of intermediaries and clients, a large
money manager’s futures orders may represent only a small por-
tion of the manager’s overall trading strategy. Other pieces might
include securities, foreign currencies, and cash commaodities, and
trades may be executed on numerous offshore futures and securi-
ties exchanges as well as in over-the-counter markets. Therefore,
for certain trading or portfolio strategies it is essential to assure
that all components of the strategy are in place at approximately
the same time, because even split second delays can affect a port-
folio’s profitability or create large financial exposures. In such
cases, the use of a shortened identifier at order entry effects the
trade expeditiously without compromising either its attribution or
the audit trail, thereby meeting both objectives of account identifi-
cation. The consensus of those interviewed in the U.S. and Europe
indicated that recording the complete account identifier post-exe-
cution is desirable and appropriate for institutional clients imple-
menting multi-market strategies.

To assure both the prompt transmission of orders for execution and
their proper identification and confirmation after execution, an
intermediary should be encouraged to develop internal operating
procedures that permit the use of a shortened identifier that
ensures, at the time the order is accepted, the intermediary has suf-
ficient information to tie the order back to the customer (or group
of customers) on whose behalf the order was placed. Such tie-back
must be accomplished no later than the end of the trade date.
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Most importantly, any such identification procedure must be ame-
nable to independent verification that meets the requirements of
the appropriate regulatory or self-regulatory authority.® Because
exchange and clearing organization systems frequently require that
account identification fields be complete to effect order entry,
matching and/or clearing, these systems would have to be modified
in connection with implementation of the procedures suggested
above. As previously mentioned, to assure effective trade practice
and market surveillance programs, an intermediary should be able
to make the complete account identifier available to the appropri-
ate regulatory or self-regulatory authority no later than the business
day immediately following the trade date.

Verifiable systems that interface bookkeeping systems with an
account master file to provide a complete account identifier are
currently available. Such systems could be used to effect the
example discussed below.

Example:

Firm XYZ has several large institutional clients and many small
retail customers. Each is assigned a complete customer identifier
at account opening. In addition, the institutional customers are
assigned a series of unique order numbers which are documented
at the time the assignment is made. These order numbers are
linked to the complete identifier in the account master file. Imme-
diately upon receipt of an institutional order, the unique order
number is recorded. After execution, the bookkeeping and account
master file interface. The account master file recognizes the con-
nection between the full account identifier and the abbreviated
order numbers, and the shortened order numbers are replaced with
the complete account identifier.

For example, institutional customer A is assigned order numbers
A100 to A300, while institutional customer B receives numbers
B100 to B200. In an electronic environment, customer A’s order is
entered through a terminal with the “C” customer indicator and A-
100 in the account field. In an open-outcry environment, customer
A calls the floor to place his order. The desk clerk completes the
order ticket using order number A-100 and “C” as the customer
indicator. This customer’s second order would use A-101, etc.

1 To the extent that implementation of this recommendation would

require regulatory relief, this relief should be applicable to exchanges as well as
intermediaries.
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Upon execution, the filled order data are entered into the book-
keeping system using the short order number. During normal trade
processing, the account master file is accessed, and the order code
is replaced with the complete customer account identifier. Under
this scenario, the order has been entered in a timely and efficient
manner without compromising customer safeguards. The audit
trail is complete, and in case of inquiry, the order can be traced
from entry to execution and attributed to the appropriate customer.
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Recommendations
for Best Practices:

ALLOCATION OF BUNCHED ORDERS®

Customer protection requires that orders involving more than one
customer, so-called bunched orders, be fairly allocated among all
such customers. The goal of post-execution allocation procedures
for bunched orders is to provide prompt and efficient execution of
such orders without sacrificing the ability to assure equitable allo-
cation of the trades among participant customers.

e The benefits of post-execution allocation procedures should be
extended to all customers of account managers when the fol-
lowing conditions are met:

— the account manager is registered or otherwise subject
to appropriate regulation;

— the account manager has adopted and implemented an
equitable allocation scheme that is sufficiently objective
and specific to permit independent review of such pro-
cedures by the appropriate regulatory or self-regulatory
authorities and the account manager’s accountants;

— the account manager makes available to its customers
the general structure and nature of its allocation
method;

— the account manager allocates all transactions among its
customers no later than the end of the trade date.

e Account managers should be encouraged to use average-price
systems to assure non-preferential price allocations of split fills
among the managers’ customers®

e Account managers should adopt additional non-preferential
procedures for the allocation of partial fills.?> Such procedures

20 A bunched order is an order entered by a money manager on behalf of

multiple customers with respect to which the money manager exercises discre-
tionary trading authority. The contracts that comprise an executed bunched
order are allocated among the customers on whose behalf the order was entered.
2 A split fill of a bunched order takes place when the contracts in the
bunched order are executed at two or more different prices.

2 Partial fills of bunched orders occur when fewer than the total number
of contracts representing a bunched order are executed. While one exchange
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Discussion:

should be sufficiently objective and specific to permit inde-
pendent review by appropriate regulatory or self-regulatory
authorities and the account manager’s accountants.

Customers are entitled to the fair allocation of all trades that are
included in bunched orders. Allocation issues have been the focus
of numerous administrative actions taken by the Commission,
including the one that generated this Study and Report, and others,
as detailed in Appendix F. The current regulations attempt to
guard against fraudulent allocations and other forms of customer
abuse by requiring that the account for which a trade is being
placed be identified in writing at the time the order is accepted.
When multiple accounts are included in the same order, however,
compliance with the pertinent rules can become cumbersome. This
is particularly true when account managers are trading for multiple
clients pursuant to the same strategy.

Current regulations have attempted in two ways to provide flexi-
bility in the manner in which the general rule applies to bunched
orders. First, an account manager can provide an executing or car-
rying broker with a group identifier for the accounts included in a
particular trade if the account manager has prefiled with the FCM
an objective allocation methodology that would allow the FCM to
perform the allocations without further input from the account
manager after the bunched order has been executed. Second, if the
account manager and all of its clients meet certain institutional
and/or financial eligibility requirements, prefiling of the allocation
methodology is not necessary, and the account manager may pro-
vide allocation instructions after a trade has been executed.

In Europe, in contrast to the U.S., allocation issues generally have
not generated the same controversy or concerns, nor have they
been a significant focus of regulatory activity.? In this respect,
the United States is virtually unique in adopting order allocation

adopted a rule allowing account managers to allocate an average number of
contracts to customers, this rule was not used and has been repealed.

2 Several industry representatives interviewed in Europe, however, men-
tioned concerns about allocation data received from U.S. CTAs the next busi-
ness day. The late receipt of such data delays the completion of many give-up
transactions on European exchanges. Most frequently, such problems arise
when U.S. CTAs transact at the close on a European market, and, because of a 5
to 9 hour time difference, post-execution allocation data from the U.S. arrive
long after the European business day has ended.
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procedures designed specifically to inhibit account managers,
before the fact, from favoring certain customers to the detriment of
others.

Bunched orders provide particular advantages to account managers
and their customers. Specifically, bunched orders facilitate the
prompt execution of what otherwise would be a substantial number
of small orders. Moreover, by affording an account manager the
opportunity to place orders for all of its customers at one time, a
bunched order assists an account manager in the exercise of its
fiduciary responsibility to treat all customers fairly and equally.
Finally, a bunched order is more likely to be executed at a single
price than is a series of separate orders.

Both intermediaries and money managers interviewed for this
Report indicated that the current allocation requirements are
unnecessarily cumbersome. Those interviewed stressed that post-
execution allocation of bunched orders is beneficial for all cus-
tomers in that customers who are not eligible to be included in a
post-execution allocation scheme could be unfairly disadvantaged
in the quality and timing of their fills. The commenters also felt
that the U.S. requirements generally cause unacceptable processing
delays without adding customer protections that otherwise could be
realized through equally effective, less costly procedures.

FCMs, while cognizant of their responsibilities to monitor
accounts for unusual activity, uniformly believe that post-execu-
tion allocation would be greatly improved if the primary responsi-
bility for allocation of bunched orders were lodged with the origi-
nator of the allocation methodology. In particular, the latter is the
person who knows and must keep records detailing the totality of
each of its customers’ positions, which may be held at several
FCMs.

Best practices in the area of bunched orders must provide customer
protections equivalent to those currently in place. To assure that
an account manager’s bunched order allocation procedures are fair
and equitable, best practices require that such processes be suffi-
ciently objective and specific to permit independent review of any
trade or series of trades that involves bunched orders. If a regis-
tered account manager is responsible for the post-execution alloca-
tion of a bunched order, the account manager should develop
internal procedures pursuant to which its trading programs can be
analyzed at regular intervals. The results of such reviews should
be documented and made available to appropriate regulatory or
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self-regulatory authorities upon request and/or to the money man-
ager’s own auditors.

If there is evidence of divergent performance among client
accounts over time, the account manager must be able to demon-
strate to the appropriate authorities that such results are attributable
to factors other than the account manager’s trade allocation or exe-
cution procedures. In this context, SROs should undertake peri-
odic reviews or audits of such registrants to assure that their actual
trade allocations are equitable. Further, account managers should
be required to make available the general structure and nature of
their allocation methods to their customers.

In addition, account managers should be required to allocate all
transactions among their customers no later than the end of the
trade date. To minimize the potential for end-of-day congestion
related to trade allocations, intermediaries carrying such accounts
may require account managers to provide allocation information
earlier in the trading day, for example within specified time-peri-
ods after trades have been executed. This is particularly important
for European markets when the time differential for CTAs based in
the continental U.S. ranges from five to nine hours.

Moreover, as discussed in the Intermediary Communications
Technology section below, intermediaries should encourage
account managers to transmit allocation data electronically.
Finally, an account manager should assure that adequate staff is
available at appropriate times to transmit detailed allocation data in
a timely manner, particularly for those trades that cross time zones.

With the above-enumerated protections in place, best practices
suggest that the current size and sophistication requirements for
clients to participate in post-execution allocation schemes can be
eliminated to open the benefits of such processes to all customers
of qualified account managers. With proper safeguards inherent in
the allocation scheme itself, less sophisticated clients should not be
at a disadvantage in assuring that their trade allocations are fair and
equitable.

Recommendations in this section of the Report, in conjunction
with those detailing Account Identification, Unusual Account
Activity, and Give-Up Transactions, should meet clients’ business
needs as well as customer protection requirements by ensuring the
fair allocation of trades while quickening market access and
streamlining order flow.
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Recommendation
for Best Practices:

Discussion:

UNUSUAL ACCOUNT ACTIVITY

In addition to systems that match customers to their trades, cus-
tomer protection requires that those handling customer orders
institute compliance or audit programs with respect to trading
activity that may indicate illicit conduct on the part of an account
owner or a third party with control over or access to an account. In
this context intermediaries have a responsibility to take reasonable
steps to identify and review unusual account activity within or
among accounts.

e Intermediaries should adopt procedures designed to identify and
review in a timely manner unusual activity within or among
accounts which may indicate illicit trading practices. Such
unusual activity could include frequent or large non-routine
account transfers, account number changes and error accounts that
appear to be used for trading purposes. An intermediary’s com-
pliance or audit procedures may vary based on the type of trading
conducted by the client (e.g., hedging or risk management vs.
speculation) and the level of discretion or constructive control
exercised by the intermediary over the client’s account.

Unexpected activity within or among accounts may be an indication
that the parties that own or control the accounts are engaged in one or
more illicit activities, including wash trading, money laundering, and
improper allocation of positions among accounts by an account man-
ager. Intermediaries should establish procedures designed to identify
and review such unexpected activities. In appropriate circumstances,
such as unexplained and repeated post-execution transfers of trades
between accounts, intermediaries should have procedures regarding
approval of any such activities before they take place.

An intermediary’s compliance or audit program should require
review of the following areas, as appropriate: account changes
involving different legal or beneficial owners, including a change
in tax identification numbers; frequent movement of funds or
positions between or among accounts; error accounts that appear to
be used for trading purposes; mirror accounts;** transfers between

24 Mirror accounts are generally defined as accounts that consistently

enter into equal and opposite transactions in the same contracts.



Recommendations for Best Practices in Order Entry and Transmission
of Exchange-Traded Futures and Options Transactions Page 28

customer and proprietary accounts; and account number changes
after trade date plus one. Once identified, the intermediary should
determine the reasons for such activity. If warranted, the interme-
diary should review further and, if appropriate, prepare a written
record of the results of its review.

The case that gave rise to this Report involved the fraudulent alloca-
tion of trades. A review of the enforcement actions involving this
type of illicit conduct, which are summarized in Appendix F, reveals
three basic points. First, all of the cases involve certain common
themes. Although the perpetrators of these schemes have used a vari-
ety of techniques, each of the schemes involved an order originator
who had trading authority over more than one account. In addition, in
every case the perpetrator, sometimes in collusion with others, caused
profitable trades to be placed in favored accounts and losing trades to
be allocated to other accounts.

Second, the perpetrators of the fraudulent allocations were most fre-
quently employees of the intermediary. Intermediaries, therefore,
should be particularly vigilant for such abuses when their employees
have discretion over customer accounts and trade for their own
accounts as well. Finally, the cases make clear that it would be nearly
impossible to detect a fraudulent allocation of trades by focusing on
an isolated transaction. By their very nature, allocation schemes
involve a pattern of abusive conduct. For example, it would be a “red
flag” if a personal trading account of an intermediary’s employee
consistently made significant profits while customer accounts con-
trolled by the employee consistently suffered losses. The review pro-
cedures of an intermediary should attempt to identify the types of
activity discussed above.

When the account manager is not an employee of the intermediary,
responsibility for the proper allocation of positions among
accounts lies in the first instance with the account manager. How-
ever, an intermediary that executes or clears such transactions also
may have responsibilities to its customers in this regard and should
design its review procedures accordingly. If an intermediary has
actual or constructive knowledge that an account manager may
have allocated positions among accounts improperly, the interme-
diary has an obligation to make a reasonable inquiry into the mat-
ter and, if appropriate, refer the matter to the proper regulatory or
self-regulatory authority.
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Recommendations
for Best Practices:

GIVE-UP TRANSACTIONS

Give-up transactions provide customers® substantial flexibility,
permitting a customer to execute transactions through one broker,
e.g., an executing broker that may have expertise in a particular
market, while continuing to have its account carried with one or
more carrying brokers that may be better capitalized or better able
to provide a broad range of services across markets than the exe-
cuting broker.?®

e All parties to a give-up transaction should be aware of their
respective rights and responsibilities. To the extent they are
not prescribed by the rules of a relevant self-regulatory organi-
zation, these rights and responsibilities, as well as other terms
and conditions of their relationship, should be reflected in a
written agreement among the parties, such as the Uniform Bro-
kerage Execution (Give-Up) Agreement. Whenever the terms
and conditions of their relationship change significantly, each
party should undertake to assure that all other affected parties
are notified.

e A customer should take appropriate steps to understand the
special risks associated with using both an executing FCM (or
floor broker) and a carrying FCM. Before establishing a give-
up relationship, a customer should review, among other factors,
the executing broker’s and carrying broker’s capital, business

2 Account managers acting on behalf of one or more clients are responsi-

ble for placing a substantial number of orders executed using give-up proce-
dures. For purposes of this discussion, therefore, the term “customer” should be
read to include such account managers.

2 In a give-up transaction, one broker, known as the executing broker,
executes an order, which is then “given-up” or carried on the books of a second
broker, known as the carrying broker. In certain US markets, the executing bro-
ker is an individual floor broker, whose transactions are guaranteed by the indi-
vidual’s “primary clearing member” (“PCM”). For convenience, the term “exe-
cuting broker” is defined to include both a member firm acting alone and an
individual floor broker guaranteed by a primary clearing member. For a recent
CFTC decision involving an intermediary’s supervisory responsibility for give-
up transactions, see In the Matter of Scott Szach, CFTC Docket No. 01-05,
January 8, 2001.
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reputation (including disciplinary history), and exchange and
clearing organization memberships.

In the absence of a written agreement among the parties, such
as the Uniform Give-Up Agreement, an executing broker
should exercise due diligence prior to accepting an initial order
for a customer to confirm that the carrying broker identified by
the customer will accept the executed trade. Periodically
thereafter, as appropriate for the nature of the business relation-
ship between the executing broker and the customer, an exe-
cuting broker should reconfirm the carrying broker’s willing-
ness to accept trades executed on behalf of the customer.

Because an executing broker is financially responsible for its
errors, the relevant self-regulatory organizations should adopt
capital requirements for executing brokers and, if applicable,
their PCMs, that take into account more accurately than is cur-
rently the case the risks inherent in this activity. In addition, an
executing broker should have in place risk assessment proce-
dures, pursuant to which the broker evaluates and monitors the
financial risks associated with acting in the capacity of an exe-
cuting broker. These risk assessment procedures should assure
that the broker has sufficient capital appropriate to the size and
type of execution business that it conducts. If the executing
broker is not a clearing member, the executing broker’s PCM
also should be required to adopt risk assessment procedures
and to maintain sufficient capital appropriate to its business as
a PCM. These risk assessment procedures should be subject to
review by the relevant self-regulatory organization.

Customers should provide their carrying brokers with a list of
their executing brokers and adopt procedures to assure that the
list is current at all times. Where appropriate, carrying brokers
should establish, and communicate to an executing broker,
limits (e.g., order size, daily aggregate positions) on the trades
that the executing broker can effect for a particular customer.
As warranted, an executing broker should notify the carrying
broker promptly after an order has been executed if a customer
has initiated trades that, in the circumstances, appear to deviate
significantly from the customer’s normal trading activities.

An executing broker should provide all relevant trade informa-
tion to the carrying broker as soon as practicable after a trade
has been executed. Customers should confirm such transac-
tions separately, by providing the same information to the car-
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Discussion:

rying broker. Trade information includes: (1) account identi-
fication; (2) the product; (3) the number of contracts; (4)
whether the order is a “buy” or “sell”; (5) price; and (6) the
name of the executing broker.

e In the case of bunched orders for which post-execution alloca-
tion procedures are available, an account manager should pro-
vide the allocation breakdown of bunched orders to the exe-
cuting brokers and carrying brokers, as applicable, as soon as
practicable following execution of the order. The executing
broker, in turn, should provide such information to the clearing
broker as soon as practicable thereafter.

e Carrying brokers should have the right to reject a trade only if
(1) the trade exceeds trading limits the carrying broker has
established for that customer and has communicated to the
executing broker, or (2) the trade is an error for which the exe-
cuting broker is responsible. If a carrying broker has a basis
for rejecting a trade, it should notify the executing broker
promptly after the executing broker has entered the trade
information into the clearing system.

e Exchanges and clearing organizations also should consider
adopting more uniform guidance concerning give-up transac-
tions including, for example, time frames for submission and
acceptance of give-up data.

e Electronic order routing and reporting systems should be
improved to allow more efficient transmission of trade infor-
mation among executing brokers, carrying brokers, exchanges
and clearing. Further, as systems become more sophisticated,
executing and carrying brokers should expand the use of real-
time monitoring of intraday risk exposure.

Give-up procedures afford a customer the flexibility of having
orders executed by one broker and then carried on the books of a
different broker. Notwithstanding its benefits, all parties to a give-
up transaction assume an increased level of risk. The customer
assumes the risk that a transaction will be misdirected and will not
be transferred to its carrying broker or, worse, that the carrying
broker will refuse to accept the transaction.?” Either result may

2 When using give-up procedures, a customer should be aware that it is

exposed to risks associated with both the executing and the carrying broker. For
example, if the executing broker is responsible for an error or if a give-up trade
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prevent a customer from managing properly its overall market
exposure.

The executing broker assumes the risk that, if the clearing broker
does not accept a trade, the executing broker will be required to
carry a significant position overnight (or longer). In this case, the
executing broker may be required to margin this position with its
own funds, as well as be subject to increased capital requirements
for which it may not be prepared. The carrying broker assumes the
risk, especially during volatile market conditions, that it will be
unaware of the considerable financial exposure that it will be
expected to assume with respect to a customer’s positions. Finally,
the exchange and its affiliated clearing organization assume the
risk that transactions will not be matched and cleared in a timely
manner, exposing other exchange members to the risk of loss and
the exchange to loss of reputation. The recommendations in this
section are designed to diminish these risks.

To avoid unnecessary delay and confusion in order execution and
clearing, give-up procedures should be uniform among market
participants and across markets. In this regard, the industry and
appropriate self-regulatory organizations may wish to consider
adopting common guidance that would specify the parties’ rights
and obligations. In the alternative, or in addition to such guidance,
participants should be encouraged to use a written agreement that
specifies such rights and obligations.?® For example, all parties
should have a clear understanding of trading or position limits, if
any, to which the customer (or an executing broker effecting trades
on behalf of the customer) will be held and the circumstances
under which either an executing broker or a carrying broker may
reject a trade.”® In this latter regard, a carrying broker’s ability to

is otherwise rejected, the executing broker must carry the position for some
period of time. If the executing broker or, if applicable, its PCM, is not suffi-
ciently capitalized, all customers of the executing broker or PCM may be at risk.
2 The Uniform Give-Up Agreement, developed in coordination with the
US Futures Industry Association, the US Managed Funds Association and the
UK Futures and Options Association, is an example of an agreement used
almost world-wide for this purpose.

2 As discussed above in the Recommendations for Best Practices portion
of this section, carrying brokers should have the right to reject a trade only if (1)
the trade exceeds trading limits the carrying broker has established for an exe-
cuting broker with respect to a particular customer, or (2) the trade is an error for
which the executing broker is responsible.
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reject trades in defined circumstances is an essential element of the
checks and balances of the give-up system.

Because an executing broker is financially responsible for its
errors, the relevant self-regulatory organizations should adopt
capital requirements for executing brokers and, if applicable, their
PCMs, that take into account more accurately than is currently the
case the risks inherent in this activity. In addition, an executing
broker should have in place risk assessment procedures, pursuant
to which the broker assesses and monitors the financial risks asso-
ciated with acting in the capacity of an executing broker. These
risk assessment procedures should assure that the broker has suffi-
cient capital appropriate to the size and type of execution business
that it conducts. If the executing broker is not a clearing member,
the executing broker’s PCM also should be required to adopt risk
assessment procedures and to maintain sufficient capital appropri-
ate to its business as a PCM. An executing broker’s and, if appli-
cable, a PCM’s risk assessment procedures should be subject to
review by the relevant self-regulatory organization.

Carrying brokers also should have the right, with appropriate noti-
fication to the parties, to terminate relationships with a customer’s
executing brokers at any time. To this end, carrying brokers
should have procedures in place to ensure they are aware of the
executing brokers with which their customers have relationships.
These procedures would facilitate g)rompt notice in the event rela-
tionships change or are terminated.*°

Because institutional customers may trade on multiple markets
using multiple executing and carrying brokers, it may be impossi-
ble for the carrying broker to obtain an accurate understanding of
the customer’s global exposure intraday. In order to reduce this
risk, both the executing broker and the carrying broker should
understand a customer’s “historical” trading activities and adopt
procedures designed to identify and respond appropriately to unex-
pected trading activity.

% In this regard, each party should provide the other parties with appro-

priate contact information, e.g., names of responsible individuals, telephone and
fax numbers, e-mail addresses. The parties should assure that all such informa-
tion remains current. The parties also may wish to consider whether they can
simplify notification requirements and minimize paperwork through the use of
Internet web pages.
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Exchanges and clearing organizations should consider adopting
more uniform operating standards governing give-up transactions
including, for example, time frames for submission and acceptance
of give-up data. Many brokers do not submit data into the give-up
system until end of day, potentially exposing both the carrying
broker and the executing broker to unnecessary financial risk.

As applicable, exchanges and clearing organizations also may wish
to consider whether to revise their procedures requiring executing
brokers to submit detailed trade information before a trade may be
accepted for clearing. The current requirements often delay the
transfer of positions from the executing broker to the carrying bro-
ker until late in the day, particularly in circumstances in which an
account manager employs a post-execution allocation program to
allocate positions in a bunched order among its customers. Finally,
in order to facilitate the timely transmission of trade data,
exchanges and clearing organizations should improve their order
routing and reporting systems, as discussed below in greater detail
in the Electronic Order-Routing Systems section of this Report.



Recommendations for Best Practices in Order Entry and Transmission
of Exchange-Traded Futures and Options Transactions Page 35

Recommendation
for Best Practices:

Discussion:

INTERMEDIARY COMMUNICATIONS
TECHNOLOGY

The transmission of post-execution trade data and related informa-
tion among customers, account managers and intermediaries
through a common communications technology should permit the
more efficient and economic execution and confirmation of orders.

e Futures industry participants should be encouraged to develop
a common technology through which customers and account
managers would transmit allocation and give-up data to inter-
mediaries and intermediaries would confirm such information
to their customers (and account managers).

Current procedures for transmitting and sharing give-up and
bunched-order allocation information among market participants
following order execution are manually intensive and, conse-
quently, result in frequent transcription errors. To the extent prac-
ticable, therefore, this communications process should be auto-
mated, a necessary step in moving toward straight through proc-
essing, as discussed below in the section on Electronic Order-
Routing Systems. A common technology interface would further
enhance the economic and practical efficiency of an electronic
communications system, potentially providing intermediaries with
back-office communications capabilities.

A segment of the securities industry has coalesced around a com-
mon technology interface, the FIX protocol. Futures industry par-
ticipants similarly should undertake to analyze and recommend a
viable platform for use in the futures industry, taking into account
the technologies that have been adopted in related financial indus-
tries. Although issues related to system security, capacity, func-
tionality and integrity would have to be considered in analyzing
various technologies, the Internet provides an opportunity to adopt
a robust communications system at moderate cost.
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Recommendations
for Best Practices:

Discussion:

REAL-TIME MATCHING

The longer trades remain unmatched, the greater the risk to the
parties to the transaction and ultimately to all individuals and enti-
ties holding or clearing positions on an exchange.

e In an open-outcry environment that is supported by an elec-
tronic order-routing system or other on-floor technology, trans-
actions should be matched upon execution, and unmatched
transactions should be resolved expeditiously after notification
to the relevant floor participants.

e In an open-outcry environment that is not supported by an
electronic order-routing system, trades should be matched fre-
quently during the day, and unmatched trades should be
resolved expeditiously after notification of the relevant floor
participants.

e In an electronic trading environment care should be taken to
assure that, in the case of system failures, the exchange has the
ability to report expeditiously to the customers or intermediar-
ies that have entered trades, which trades have been exe-
cuted/matched and which remain unexecuted/unmatched.

Customer protection is enhanced when customers and the interme-
diaries that carry their accounts are able to evaluate their open
positions and resting orders at frequent intervals intraday, if not on
a real-time basis. In particular, intermediaries and/or clearing
organizations should be able to assess the need for intraday margin
calls based on accurate, up-to-date matched trade information,
rather than on the prior day’s or several hours’ old information.
Real-time matching of executed orders also should facilitate an
intermediary’s confirmation of trades to its customers and should
reduce substantially the number of discrepancies that currently
arise.

To this end, open-outcry exchanges should adopt procedures to
assure that all trades are matched on a real-time basis and that
unmatched trades are resolved expeditiously. Such exchanges
should be encouraged to adopt electronic support systems that
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permit orders to be matched immediately upon execution. Once
immediate matching is implemented, exchange procedures also
should require that unmatched trades be resolved as soon as practi-
cable after notification to the relevant floor participants.®

Members of the futures industry located in Europe had both praise
and criticism for electronic trading systems. When they are func-
tioning properly, such systems match executed orders on a real-
time basis. However, when such systems malfunction the status of
orders in the pipeline may be uncertain, and the longer the system
is down, the greater the risk to those who initiated the unreported
transactions. In addition, when an electronic system restarts, rest-
ing as well as unexecuted market orders may lose their time prior-

ity.

It is therefore important that electronic exchanges develop contin-
gency plans for such occurrences and set out clearly how and when
the status of trades in the pipeline will be communicated to the
customers and intermediaries that entered the trades. In addition,
consideration should be given in an electronic-execution environ-
ment to addressing ways to preserve the priority of orders follow-
ing an exchange failure or shut down. In all cases, electronic
exchanges should provide for the fair and orderly resumption of
trading following such disruptions.*

3 Clearing organizations that support open-outcry markets currently col-

lect unmatched trade information from clearing members or floor brokers at
intervals throughout the trading day. While there are variations among clearing
organizations, matching criteria generally include: buy/sell, quantity, put/call,
month, year, product, price, strike price, order type, trade type, clearing firm,
filling broker, opposite clearing firm and opposite broker. Information may be
collected as often as every five minutes or as infrequently as twice each day.

% See also the section on Electronic Trading Systems below.
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Recommendations
for Best Practices:

Discussion:

TRANSFER OF UNFILLED ORDERS

The prompt and efficient execution of a customer’s order is facili-
tated when the customer is able to transfer an unfilled order easily
from one execution forum to another.

e Exchanges should be encouraged to revise their systems and
procedures to allow intermediaries and independent systems
vendors to design systems that permit resting orders to pass
from one execution forum to a different execution forum, pro-
vided the markets are not operating simultaneously.

e The transfer from one execution forum to another should be as
seamless as possible, eliminating the need to re-enter orders.

e Intermediaries should offer their customers the opportunity to
select how and where their trades are executed.

Exchanges have entered into a number of different arrangements to
extend the trading day, including (1) mutual-offset arrangements,
(2) the transfer of orders between exchanges that trade fungible
products, and (3) the transfer of orders between an open-outcry
execution forum and an electronic execution platform operated by
the same exchange. Historically, however, orders that are entered
but not filled on one execution forum are not transferred to the
other forum, unless the customer specifically requests it. The rea-
sons are several. Intermediaries generally have been unable to
transfer unfilled orders using the intermediaries’ order-routing
systems. In addition, certain markets are not as liquid as others.
Moreover, the exchange fee structure in each forum may vary sub-
stantially.

If a customer nonetheless elects to transfer an order from one exe-
cution forum to another, the customer or its intermediary placing
the order currently must resubmit all trade information to accom-
plish this transfer. The process is cumbersome. As important, the
customer’s order may lose its priority. Consequently, market par-
ticipants transfer unfilled orders infrequently.
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Artificial barriers and limitations should not inhibit the transfer of
unfilled orders. Exchanges, therefore, should be encouraged to
revise their systems and procedures to allow intermediaries and
independent systems vendors to design systems to facilitate the
transfer of orders from one execution forum to another. Without
the ability to transfer orders seamlessly, the execution of orders on
behalf of customers may be needlessly delayed. Resolution of this
issue will become increasingly important as the industry moves
towards a more complete electronic environment and more far-
ranging international alliances.

In a side-by-side trading environment, the customer or the cus-
tomer’s account manager should be responsible for determining the
venue to which an order would be directed. Discretion in this
regard can be given to the order taker (electronic or human), and/or
the customer, in the account agreement, may establish a default
venue to govern in the absence of other instructions.



Recommendations for Best Practices in Order Entry and Transmission
of Exchange-Traded Futures and Options Transactions Page 40

Recommendation
for Best Practices:

Discussion:

ALTERNATIVE TRADING PROCEDURES

Alternative trading procedures, such as block and cross trades, may
provide customers a means of achieving more efficient execution
of transactions with respect to time, price and size.

e Exchanges should continue expanding the use of alternative
trading procedures.® If an exchange offers one or more alter-
native trading procedures, such transactions should not be
subject to unnecessary restrictions.  Specifically, exchange
rules should address only: (1) the class of participants that may
engage in such transactions; (2) the minimum contract size; (3)
the times by which a trade must be presented to the clearing
organization for clearing and reported to the market; and (4)
the party responsible for making such report to the market and
clearing organization.

The End Users Expert Panel, the institutional customers we inter-
viewed and the intermediaries that serve those customers, all
expressed strong support for alternative trading procedures, such as
block and cross trades, that facilitate the execution of orders away
from an exchange-trading forum.

The financial futures, OTC derivatives, and securities (including
government securities) markets, in particular, are increasingly
integrated. As a result, futures and options on futures transactions
on behalf of institutional participants often are only one element of
a transaction involving multiple products, including cash market
instruments such as equity and fixed income securities and, in
some cases, OTC derivatives as well. In order to price properly the
cash market and OTC derivatives elements of the overall transac-

3 Currently in the U.S., the Cantor Exchange’s and Chicago Mercantile

Exchange’s rules provide for block trading; the Cantor Exchange’s rules apply
to all currently trading futures contracts, while the Chicago Mercantile
Exchange’s rules limit block trading to certain specified equity index and inter-
est rate futures contracts under a one-year pilot program that began in late
November 2000. In August 2000, the Chicago Board of Trade proposed a rule
to the CFTC that would permit block trading in products that began trading no
earlier than the year 2000.
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tion and to manage efficiently the risks associated with the trans-
action, it is essential that the parties be able to obtain a price cer-
tain for the futures element.

Depending on the particular futures market and the size of the
transaction, participants frequently are unable to obtain price cer-
tainty when an order is submitted for execution, either on the
exchange floor or through an exchange electronic-trading system.
The prices obtained for these transactions reflect only the liquidity
available on the floor or in the trading system at the time the trade
is entered and may not reflect actual supply and demand in the
market at large. As a result, the market participant may fail to
achieve its legitimate economic objectives.

Exchanges should explore expanding the use of alternative trading
procedures. An exchange may determine that certain alternative
trading procedures should be available only to certain classes of
participants, such as institutional and other sophisticated customers
that are able to appreciate more fully the risks as well as the bene-
fits of a particular procedure. However, professional account
managers should be entitled to act on behalf of their clients without
regard to whether the underlying clients meet eligibility require-
ments. The addition of customers whose accounts are managed by
professional account managers is based on the conclusion that,
because the manager is a fiduciary to its client, it is appropriate to
look only to the sophistication of the advisor rather than to that of
the individual participant.

An exchange should establish a minimum contract size for each
contract with respect to which the exchange elects to permit block
trading procedures, taking into account the liquidity of the par-
ticular market, the customary size of transactions in the related
cash and OTC derivatives markets, and the needs of market par-
ticipants. Advisors should be permitted to aggregate the accounts
of their clients to meet the minimum contract size.

A trade that is executed away from the applicable trading forum
should be reported to the market and presented to the clearing
organization. Intermediaries have an obvious interest in assuring
that a transaction has been accepted for clearing. Similarly, market
transparency is enhanced when the trade is reported promptly.

Nonetheless, a reporting requirement which is too short can make
it difficult for a counterparty to execute transactions necessary to
manage the risks assumed with the block trade, thereby raising the
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cost of the transaction to the ultimate customer. As a result,
exchanges and clearing organizations must strike an appropriate
balance between these competing interests. Further, to avoid any
misunderstanding between clearing members, the clearing member
initiating a block or other alternative trade should be responsible
for presenting the trade to the clearing organization. The opposite
clearing member should be responsible for confirming the trade.

The institutional investors and other commercial end-users who
expressed opinions for this Report indicated significant concerns
about restricting the price at which the futures component of a
multi-market block trade could be accomplished. While mindful
of the overarching requirement to safeguard market integrity, mar-
ket users noted that a futures block trade normally would be
undertaken as part of a larger transaction spanning several markets,
and, consequently, it would be inappropriate to restrict the price of
any one of the component trades.**

i It should be noted that the existing rules of the Cantor Exchange and

the Chicago Mercantile Exchange, as well as the proposed rules of the Chicago
Board of Trade, provide for “fair and reasonable” pricing of a block trade but
otherwise do not restrict the price at which such trades can be transacted. The
Chicago Mercantile Exchange notes that fair and reasonable is assessed “in light
of the size of the order, prices in related cash and futures markets and the
circumstances of the participants.” See CME Release S-3649, November 10,
2000.
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Recommendations
for Best Practices:

Discussion:

TRADE RECONSTRUCTION

To assure that intermediaries and other market professionals have
treated customers fairly in connection with the execution and allo-
cation of trades, intermediaries, regulatory authorities and self-
regulatory organizations should have the ability to reconstruct the
trading history of all orders received over a period of time.

e Electronic trading environments should be designed to main-
tain a complete time history of each order, whether filled,
unfilled or cancelled.

e In an open-outcry environment, a record should be developed
and maintained of the time an order is first received by an
intermediary, when it is received on the floor, when it is exe-
cuted, and when it is confirmed to the order originator. In
addition, whenever there is a change in the order the time of
the change should be noted. As electronic and other on-floor
processes improve, the actual time of execution rather than the
trade bracket should be captured.

e Because intermediaries do not receive opposite firm and oppo-
site trader information automatically in an electronic environ-
ment, exchanges and clearing organizations should make avail-
able such counterparty data upon request by the intermediary’s
compliance department.

During industry interviews in the U.S. and Europe, market users
and intermediaries both indicated that knowing the exact time of a
trade’s execution was very important to them. In addition, regula-
tory and self-regulatory authorities consider the ability to recon-
struct the trading history of orders over a period of time as essen-
tial to an effective trade practice or market surveillance program.
Therefore, electronic systems, because of their superior ability to
capture all relevant times, should be the preferred means to record
order data and maintain a chronological history of them.

In an electronic-trading environment, a complete time history can
and should be maintained. As electronic systems become more
prevalent in open-outcry markets, the actual execution time, rather
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than time brackets, should be recorded. In addition to the execu-
tion time, a record should be made each time an intermediary
receives an order, when an order is received on the floor, when an
order is confirmed to the order originator and whenever there is a
change in the order.

Clearing organizations, exchanges and other self-regulatory
organizations responsible for trade practice and market surveil-
lance programs, including computerized trade reconstruction,
should be encouraged to adopt uniform trade-data and trade-prac-
tice submission requirements. Uniform standards will facilitate the
sharing of information among self-regulatory organizations as well
as the recordkeeping and reporting requirements with which inter-
mediaries must comply.

Market intermediaries and exchanges also should have internal
trade-practice surveillance systems designed to assist in detecting
instances in which a customer or an employee may have engaged
in unlawful activity, such as trading ahead of a customer or illicit
prearranged trading. In order to perform this function, market
intermediaries must be able to access as needed the identity of the
clearing firm and trader with whom a trade was effected.

In an open-outcry environment, this information is an integral part
of the process by which trades are matched and cleared. However,
in an electronic environment, intermediaries do not have access to
these data. Exchanges and clearing organizations, therefore,
should adopt procedures to assure that this information will be
available to member firms upon request. For their part, intermedi-
aries should adopt procedures to assure that the data will be used
by the intermediary’s compliance, audit or other control-oriented
department for surveillance purposes only and will not be made
available to sales, marketing, trading or other similar areas within
the firm.
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Recommendation
for Best Practices:

Discussion:

RECORDS RETENTION

Customer protection is enhanced when records of orders and
related information are properly maintained and readily available
to customers, their intermediaries, regulatory authorities and self-
regulatory organizations. Customer costs can be reduced and cus-
tomer service enhanced if firms and exchanges are allowed to
make optimal use of technology in fulfilling their record-retention
responsibilities.

e Exchanges and intermediaries should be allowed to retain
required records in any electronic medium that can be demon-
strated to be secure and easily retrievable within 24 hours.
Regulatory requirements regarding electronic storage of
records should be uniform and should not be unduly prescrip-
tive in terms of the means of achieving security and retrieval
standards.

Technological advances in records retention media provide
opportunities to reduce storage costs while improving security
against alteration and response time in accessing the records
retained. Regulatory authorities and self-regulatory organizations,
as applicable, should encourage the use of alternative media to cre-
ate and retain relevant records, provided these media meet certain
minimum standards. For example: (1) current records should be
retrievable immediately and transferable through electronic
transmission or hard copy; (2) all records should be easily retriev-
able within 24 hours; and (3) records should be difficult, if not
impossible, to alter. In this latter regard, all alterations should be
easily identified and documented. Intermediaries also should be
required to retain duplicate records at a separate site.
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Recommendations
for Best Practices:

Discussion:

ELECTRONIC ORDER-ROUTING SYSTEMS®

Electronic order-routing systems (“EORS”) can enhance customer
protection by facilitating the transmission of orders for execution
and thereafter promptly confirming order execution.

e In an open-outcry environment, customer orders should be
transmitted through an EORS as soon as practicable after the
order is received. Open-outcry trading environments should be
encouraged to develop, or facilitate the development of, EORS
that would be capable of routing orders directly to individual
pits and have the ability to route execution reports back to
member firm locations. Such systems should be designed to
transmit trade data directly into real-time matching and clear-
ing systems. These systems also should work with intermedi-
ary order-management systems that permit credit-review and
risk-management.

e In direct access electronic markets, i.e., markets in which a
customer is permitted to execute an order directly rather than
through an intermediary, exchange systems should have risk-
management filters comparable to those that intermediaries
employ.

As discussed in the Introduction to this Report, the benefits of
technology, as reflected in electronic order entry and reporting
systems, include a superior degree of customer protection. In
addition to speed, such systems minimize errors and provide more
complete audit trails and more precise trade execution times. Fur-
thermore, the real-time trade matching capabilities offered by such
systems and their ability to incorporate risk-management and
credit-control filters in the order-flow process create additional
customer protections. In addition, such systems provide a high
level of customer anonymity and facilitate equal market access for
all types of customers and sizes of orders.

* These recommendations are consistent with the International Organi-

zation of Securities Commissions’ (“lOSCO’s™) Principles for the Oversight of
Screen-Based Trading Systems for Derivative Products, reprinted at Appendix
G.
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For a number of years, U.S. futures exchanges have sought to
merge the benefits of automation with the open-outcry trading
environment. Although hand-held trader terminals and tethered
devices have been tested successfully in certain futures markets,
open-outcry markets generally have not incorporated EORS as
successfully as U.S. securities and securities options exchanges. A
well-designed EORS, capable of routing orders directly to individ-
ual pits for execution and of reporting executed orders back to
intermediary member firms, should greatly enhance accuracy,
speed and liquidity in open-outcry trading environments.*
Exchanges, members and intermediaries should be encouraged to
increase their support of EORS on open-outcry exchanges.

To the extent practicable, EORS should be designed to be an inte-
gral part of the order process. In this regard, EORS should be able
to work with intermediary credit-review and risk-management
systems. In addition, such systems should provide filters, which
could be tailored for particular customers, to preclude inadvertent
entry of unintended large orders. These filters might also serve to
identify unauthorized trading which is far in excess of a customer’s
usual level of trading. Moreover, EORS should be able to transmit
trade data directly into real-time matching and clearing systems.
EORS also should be flexible enough, for example, to allow inter-
mediaries to change the screen format to meet their individual
needs. Finally, exchange-designed systems should be accessible to
all market participants equally.

To assure that intermediary-developed systems, including systems
marketed by independent systems vendors, are compatible with
exchange-developed systems, exchanges should establish objective
licensing and accreditation standards. Processes should be devel-
oped to test these systems in terms of the following five major
areas:

Functionality. Considerations should include design elements of
market selectivity, multi-location access, trade-blotter interface,
order-book passing and base currency flexibility. In addition,
screen adaptability, variable data input, order-desk management,

% Flashing, headsets and telephones are techniques currently used to send

orders directly into the pits. These methods appear to work satisfactorily in their
respective markets. However, each of these customer order-handling techniques
presents problems, and none is as efficient or provides the same degree of cus-
tomer protection as a well-designed EORS.
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back-office and clearing organization interfaces, should be
reviewed.

Capacity. Standards should include peak load performance test-
ing, system change and testing protocols, restart capabilities, back-
up environments and bandwidth parameters.

Security. Components should include unauthorized order flow
rejection, flexible filters for intermediary and exchange require-
ments and customer file confidentiality.

Integrity and Risk-Management. Features should include credit-
review and risk-management elements as well as processing capa-
bilities for initial and variation margin. “Fat-finger”*” and price-
range protection, user and system documentation as well as third-
party audit capability should be evaluated.

Customer Education. Elements of a customer education program
should include user training resources, reference materials and help
desk support. In addition, customers should be advised whether
their access to the market is limited in any way and whether the
system’s liability is limited in any way and, if so, in what manner.

3 Fat-finger protection guards against the human error of inputting multi-

ple digits unintentionally, e.g., entering “99” rather than “9.”
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Recommendations
for Best Practices:

Discussion:

ELECTRONIC TRADING SYSTEMS

Well-designed electronic trading systems should facilitate the
prompt and efficient transmission and fair execution of customer
orders.

e Sponsors of electronic trading systems should be encouraged to
develop and maintain systems that assure equitable treatment
of all market participants and, in addition, address issues such
as market transparency, system security, failure-recovery pro-
cedugges, capacity, integrity, supervision and customer educa-
tion.

e Sponsors of electronic trading systems should assure that mar-
ket participants understand the rules pursuant to which transac-
tions are effected.

Customer protection should be an overriding theme of any elec-
tronic trading system. In this connection, customer protection is
enhanced when customers are fully informed of their rights and
obligations as participants in the trading system.*  Therefore,
exchanges should be encouraged to develop programs to advise all
market participants, either directly or through intermediaries, of
any significant risks of trading through the system.*’ In particular,
if the exchange’s liability, as set forth in the system’s rules or

% The recommendations with respect to electronic trading systems con-

form to the International Organization of Securities Commissions’ (“IOSCQO’s™)
Principles for the Oversight of Screen-Based Trading Systems for Derivative
Products, reprinted at Appendix G. In developing these principles, I0SCO
wisely chose to refrain from setting design standards and, instead, elected to
establish meaningful performance standards only, leaving to exchanges the
technological decisions necessary to achieve performance. In the decade since
they were first published, these principles have proven to be an excellent
framework for the development and maintenance of electronic trading systems.
% In this connection, exchanges should make their rules, standards and
procedures available both on the Internet and in hard copy.

40 Such disclosure may be particularly important with respect to those
systems that provide Internet access and, therefore, could attract relatively unso-
phisticated customers.
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otherwise, is different from what a market participant would
anticipate through the operation of law, the exchange should
describe clearly, and assure that market participants are aware of,
the scope of the exchange’s liability.

To achieve these goals, exchanges should be encouraged to
develop and make available clear, concise and understandable
market education materials. In addition, exchanges should provide
training for intermediaries and customers, including on-line mock
trading tutorials and proficiency tests that assure knowledgeable
market participants.

Customer protection is also advanced when electronic trading sys-
tems are designed to assure equitable treatment of all market par-
ticipants and, in that regard, assure that accurate and timely trade
information is available to all participants.* If the exchange
nonetheless elects to provide different levels of market information
to different types of market participants, the sponsor should be
certain to advise all participants of these differences.

Electronic trading systems should maintain records of total posi-
tions by product and on an exchange-wide basis by large trader as
well as monitor credit and margin exposure. These systems also
should be able to maintain records of customer, executing firm and
carrying firm relationships and, in this connection, should have the
ability to trace back all trades and give-ups that have occurred in
the matching and clearing process.

In addition, electronic trading systems should be designed to
handle access by multiple EORS that have met licensing and
accreditation standards set by the system sponsor. In this regard,
systems sponsors should develop and publish standards to test and
authorize the interconnection of EORS and act promptly to license
such system interconnectivity when appropriate. Electronic trad-
ing systems and their interfaces to EORS should be available and
accessible for third-party audits on a regular basis.

Another overriding goal of any electronic trading system is to
assure that the system is able to perform the functions for which it
was designed. In this regard, therefore, systems and system inter-
faces should be subject to an objective risk assessment to identify
vulnerabilities that may exist in system design, development or

4 In this regard, accurate and timely trade information should include

information with respect to the size of each bid/ask quote.
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implementation, both before implementation and periodically
thereafter.*”  Electronic trading systems should be designed
robustly to handle peak volume conditions and preclude market
overload and failure on a system-wide basis. In addition, the sys-
tem should be modularly expandable to handle increasing trans-
action volume or the introduction of new products.

In the event of system failure, interruption or malfunction, the
electronic exchange should be designed to assure that no market or
customer data are lost. Backup facilities and restart procedures
should be in place to assure minimum downtime as well as fair and
orderly market re-openings. Moreover, procedures also should be
in place to inform intermediaries, others with direct access to the
system and ultimately all market participants of systems problems
and expected recovery times. Such procedures should assure that
all those that have direct access to the electronic market have
simultaneous access to the same pertinent information concerning
any failure, interruption, malfunction and re-start of the electronic
market. Finally, as mentioned in a previous section of this Report,
system sponsors should develop systems that assure the mainte-
nance of order priority when the system re-starts after a failure.

42 Such vulnerabilities include the risk of unauthorized access, internal

failures, human errors, attacks and natural catastrophes. At a minimum, the
system should be designed to deny access to persons that have not been author-
ized to trade on the system. In addition, the system should protect market par-
ticipants’ privacy and confidentiality by assuring that individual customer and
intermediary files are not accessible by unauthorized parties or systems.
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Board, Securities and Exchange Commission, November 15, 1976, Washington, DC.

Comment on a paper entitled "The Effects of Taxes on the Cost of Equity Capital," by
Timothy Nantell and Robert Carson. Midwest Finance Association, April 1976, St. Louis,
Missouri.

"Long Term Structure of the Secondary Equity Market." Financial Management Association,
October 1975, Kansas City, Kansas.

"Affirmative Action in Recruiting Finance Faculty: Comments on the Supply Side."”
Colloquium Session on Affirmative Action in Recruiting at the Financial Management
Association meeting, October 1974, San Diego, California.

FEDERAL RESERVE BOARD COMMITTEE ASSIGNMENTS:

Budget Committee, Member: March 17, 1997 - December 15, 1997.

Committee on Economic Affairs, Member: December 15, 1997 - June 30, 1998 (formerly
Committee on Research and Statistics, Chairman: January 15, 1992 - September 16, 1994;
Member: September 16, 1994 - February 21, 1996).

Committee on International Finance, Member: January 25, 1992 - September 16, 1994.

Committee on Consumer & Community Affairs, Member: January 15, 1992 - September 16,
1994.

Committee on Federal Reserve Bank Affairs, Member: February 10, 1994 - June 30, 1998.
Committee on Supervisory and Regulatory Affairs, Chairman: August 19, 1996 - June 30, 1998
(formerly Committee on Banking Supervision and Regulation or Committee on Banking
Supervision, Member: October 19, 1995 - August 19, 1996; Committee on Market and
Supervisory Affairs, Chairman: February 21, 1996 - August 19, 1996).

Committee on Derivatives Instruments, Chairman: November 18, 1992 - February 21, 1996.

Administrative Officer, Principal: February 10, 1994 - August 19, 1996;
Alternate: January 15, 1992 - February 10, 1994 and August 19, 1996 - June 30, 1998.



Legal Division, Administrator: January 15, 1992 - September 16, 1994.

Office of the Secretary, Administrator: February 5, 1997 - December 15, 1997.

Thrift Institutions Advisory Council, Alternate: January 15, 1992 - September 16, 1994.
Working Party Three, Alternate: Janaury 15, 1992 - September 16, 1994.

Eastern Europe Coordinating Council, Principal: January 15, 1992 - September 16, 1994.

Governors of Central Banks of the American Continent; Center for Latin American Studies,
Alternate:  January 15, 1992 - April 25, 1995; Principal: April 25, 1995 - June 30, 1998.

Committee on Employee Benefits, Member: January 15, 1992 - June 30, 1998.

Federal Reserve Board Labor Relations Panel, January 15, 1992 - September 16, 1994; February
5, 1997 -December 15, 1997.

Freedom of Information & Privacy Act Matters, Alternate: January 15, 1992 - February 1994,
February 5, 1997 - December 15, 1997; Administrator: February 14, 1994 - August 19, 1996.

Equal Employment Opportunity Council, Chairman: January 15, 1992 - February 21, 1996.
Payment System Policy Advisory Committee, Member: September 16, 1994 - June 30, 1998.
RTC Oversight Board, Alternate: April 25, 1995 - December 15, 1997.

Division of Monetary Affairs, Administrator: April 25, 1995 - February 21, 1996.

Federal Financial Institutions Examinations Council: February 21, 1996 - June 30, 1998.
Council of Independent Regulatory Agencies, Alternate: August 19, 1996 - December 15, 1997.

OTHER BOARD ASSIGNMENTS:

Board Liaison to President Bush’s Initiative to Review and Reduce Regulatory Burden:
February - September, 1992,

Coordinator, Regulatory Review, Pursuant to Section 303(c) of the Community Development
and Regulatory Improvement Act of 1994: September, 1994 - September, 1996.

Board Representative to National Women’s Business Council and Successor Group: August
1993 - June 30,1998 (Intermittent).



Robert K. Wilmouth

President and Chief Executive Officer
National Futures Association
Chicago, Illinois

Robert K. Wilmouth is President and Chief Executive Officer of National Futures Association
(NFA). NFA, the industry-wide, self regulatory organization for the futures industry, is
comprised of over 3,000 Members and 50,000 Associate Members. The primary purpose of the
association is to assure, through self-regulation, high standards of professional conduct and
financial responsibility on the part of its Members.

As President and Chief Executive Officer, Mr. Wilmouth also is a member of NFA's Executive
and Finance Committees. He has served as NFA's President since the organization commenced
operations in 1982.

Prior to joining NFA in 1982, he served for approximately five years as President and Chief
Executive Officer of the Chicago Board of Trade (CBOT), the nation's oldest and largest
commaodity futures exchange.

Mr. Wilmouth's professional life began in the banking industry in 1950 and he has maintained a
strong association with banking ever since. Although he joined the futures industry in late 1977,
he continued to serve the banking industry in various capacities at LaSalle National Bank and its
parent company, LaSalle National Corporation, and is former Chairman of LaSalle National
Corporation. He served on several LaSalle Bank Board of Directors' Committees, including the
Community Reinvestment Act Committee.

Prior to his association with the futures industry, Mr. Wilmouth had a distinguished 27-year
banking career. Beginning in 1975 he served for two-and-one-half years as President, Chief
Administrative Officer, and Director of Crocker National Bank in San Francisco and also held
similar positions with Crocker National Corporation, the parent company. At that time Crocker
had one of the largest branch banking networks in the country and Mr. Wilmouth was actively
involved in all retail banking functions.

His banking career began in 1950 when he joined the First National Bank of Chicago. After an
intervening tour of duty as an Air Force officer, Mr. Wilmouth returned to the bank and held
positions in a number of departments before being elected Vice President in charge of Operations
in 1961.

In 1966, Mr. Wilmouth was elected a Senior Vice President and assigned responsibility for
construction of the bank's new headquarters building at First National Plaza in downtown
Chicago.



In 1968, he moved into international banking as Manager of First National Bank of Chicago's
branch in Milan, Italy.

Following transfers to London and then to the post of General Manager of all European
operations, he returned to the United States as head of the international banking department. He
was elected Executive Vice President in 1972 and named to the bank's Board of Directors in
1973. In early 1975, he resigned to join Crocker National Bank.

Mr. Wilmouth is a member of The Economic Club of Chicago. He is a Lifetime Trustee of the
University of Notre Dame, and the former Chairman of its Investment Committee. He also
serves on the advisory council of Northwestern University's Graduate School of Management.

Mr. Wilmouth is a native of Worcester, Massachusetts. He is a graduate of Holy Cross College
and holds a Masters degree from the University of Notre Dame. He is married to the former
Ellen Boyle. They have five children and four grandchildren.
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Intermediaries, End-Users
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APPENDIX E
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J.P. Morgan Securities, Ltd.
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Introduction

Fully Adjudicated
Cases

APPENDIX F

This Report is a result of the settlement of a series of CFTC
enforcement actions involving the fraudulent allocation of trades
culminating in the case entitled In re Capital Insight Brokerage,
Inc., CFTC Docket SD 00-01 (February 16, 2000). Though the
Capital Insight case was one of the more recent and more promi-
nent allocation cases brought by the Commission, it is certainly not
the only one. The fraudulent allocation of trades has been a
recurring problem over the years, and the CFTC has resolved at
least 11 enforcement actions alleging this type of scheme.* These
cases fall into several distinct patterns, as discussed below, but
generally involve certain common themes:

e In every instance, one party controlled the trading activity in
multiple accounts. In some instances an employee of the cus-
tomer traded for both his employer and his personal trading
account. In other cases, employees of an FCM or IB exercised
trading discretion.

e Virtually all of the trades that were allocated fraudulently were
day trades.

e The order originator failed to identify the account for which the
trade was being placed at the time the order was entered.

e After the results of the trade were known, the order originator
directed profitable trades to favored accounts.

Though all 11 cases are instructive, the opinions in the three fully
adjudicated cases offer the clearest picture of both the underlying
scheme and the Commission’s analysis of the issues.

The Commission’s first allocation case, and in many ways its most
unusual one, was In re Lincolnwood Commodities, Inc., of
California, [1982-1984 Transfer Binder] Comm. Fut. L. Rep.
(CCH) P 21,986 (CFTC Jan. 31, 1984). Unlike subsequent alloca-
tion cases, Lincolnwood did not involve a situation in which the

4 Two additional CFTC enforcement actions involving alleged fraudulent

allocation of trades are currently pending. In addition, NFA and the exchanges
have brought a number of disciplinary actions involving trade allocation
schemes.
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carrying FCM failed to detect an allocation scheme, but, rather,
one in which the FCM itself was the perpetrator of the scheme.
The principals of Lincolnwood established fictitious customer
accounts which they, in fact, owned. Lincolnwood was not a
member of an exchange and therefore placed all of its trades
through an omnibus account at a clearing FCM.  When
Lincolnwood placed customer trades, the only account number it
was required to provide to the clearing FCM was the one for the
customer omnibus account. Lincolnwood was therefore in a posi-
tion to place day trades and allocate those trades to specific
accounts after it knew the results of the trade.

The Commission’s finding of a fraudulent allocation scheme did
not rely on a detailed examination of Linconlwood’s order tickets
but on a comparative analysis of the day trading results in the ficti-
tious accounts. The Commission compared the results in the ficti-
tious accounts to both Lincolnwood’s real customers, who received
the unfavorable allocations, and to the principals’ accounts before
the allocation scheme began. Both comparisons showed a dra-
matic contrast which supported the inference of a fraudulent allo-
cation scheme. The Commission revoked the registrations of both
Lincolnwood and its principals and imposed significant fines.

In the Commission’s second fully adjudicated allocation case, In re
GNP _Commodities Inc., [1990-1992 Transfer Binder] Comm. Fut.
L. Rep. (CCH) P25,360 (CFTC Aug. 11, 1992), the FCM itself did
not perpetrate the allocation scheme but had actual notice of the
fraud and failed to take remedial action. The allocation scheme
was carried out by two APs of the FCM, one of whom was a close
friend of the principal of the FCM. The two APs each had trading
accounts in their own names and controlled the trading in a number
of retail customer accounts. The APs placed orders directly to the
floor of several exchanges without providing account identifiers,
liquidated the trades later in the day and allocated the profitable
trades to their own accounts. After the FCM’s compliance officer
prohibited the firm’s floor personnel from accepting any orders
without account identifiers, the APs resorted to using EFP trans-
actions to accomplish their fraudulent allocations.

The Commission found that the firm’s principal had actual notice
of the scheme based on evidence that several employees had
reported the fraudulent activity directly to him. The Commission
revoked the registration of the firm, its principal and the APs and
imposed significant fines on each.
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The Commission’s most recent fully adjudicated allocation case is
the only one involving the allocation of bunched orders. In re
Shahrokh Nikkah, CFTC Docket No. 95-13 (CFTC May 12, 2000),
was also distinctive in that the AP who carried out the scheme did
not allocate profitable trades to his own account or to the account
of a confederate. Rather, the Commission found that the AP
favored some customers by allocating a disproportionate share of
losing trades to another.

Nikkah was an AP of Prudential Securities, Inc. who had discre-
tionary authority over a number of customer accounts that he
claimed to trade pursuant to the same strategy. Nikkah therefore
bunched orders for these accounts. When he called these bunched
orders to the floor, Nikkah did not identify the accounts that were
included in the order. Nikkah testified that he prepared separate
records, his “white sheets,” before placing orders, and that these
records reflected the allocation each account was to receive.
Nikkah could not produce the white sheets, and the Commission
found that the record did not support his claims.

Although Nikkah did not have a direct stake in the favored
accounts, the Commission noted that by favoring certain customers
Nikkah could induce them to continue trading, generating more
commission revenue for himself. Moreover, the Commission con-
firmed that an allocation process for bunched orders must be based
on a predetermined and impartial methodology, such that no cus-
tomer or group of customers receives consistently favorable or
unfavorable treatment. Thus, regardless of Nikkah’s motive for his
allocations, the facts that the allocations were not predetermined
and that they consistently favored certain customers were each
sufficient to support a finding of fraud. Nikkah was fined and
subject to a ten-year trading ban.

Unlike the GNP case, Prudential did not have actual notice of his
fraud. The Commission alleged, though, that Prudential had,
among other things, failed to supervise Nikkah adequately. With
respect to supervision, the Commission alleged that the employer
had failed to monitor unusual trading activity, as described in the
Unusual Account Activity section of this Report. Specifically, the
firm failed to conduct active account reviews, daily review of
office order tickets for discretionary accounts and trade allocations,
monthly review of discretionary accounts and reviews of customer
complaints and correspondence, even though the firm’s compli-
ance manual called for each of those activities. The FCM settled
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Settled Enforcement
Cases

the case against it by agreeing to pay a fine and enhancing its
supervisory procedures.

In addition to these adjudicated cases, the Commission also has
resolved a number of fraudulent allocation cases through settle-
ment. Though these settled cases do not have the same persuasive
authority, they still shed light on the common patterns found in
fraudulent allocation schemes. In each of the cases discussed
above, for example, the prime actor in the allocation scheme was
an employee of the registered firm. The same is true in a number
of the settled cases as well.

The first of these settled cases was In re Charles Dennis Scott,
CFTC Docket 88-13 (CFTC March 22, 1988). According to the
Complaint, Scott placed orders without account numbers and, after
receiving the fills, allocated profitable trades to his own account
and less favorable trades to customer accounts. Scott was also
charged with including his own account in bunched orders he
placed for customers and, in some cases, allocating better fill
prices to his own account. Scott was fined, suspended from regis-
tration for fifteen business days and prohibited from trading for his
own account.

In In re Lovell Braxton Northern IlI, CFTC Docket No. 93-13
(CFTC July 19, 1994), the respondent was an AP of an FCM who
traded for both the joint account he owned with his wife and for
certain customer accounts.  According to the complaint, the
respondent, with the firm’s permission, phoned orders directly to
the floor without providing account identifiers and subsequently
allocated the profitable trades to his own account. Not surpris-
ingly, 98 percent of all of the trades allocated to the AP’s account
were profitable. The AP’s account had total profits during the
relevant period of over $50,000 while his customer accounts lost
almost $700,000 during the same period. The AP was permanently
barred from registration and subject to a seven-year trading ban.
The FCM was charged with failure to supervise and settled the
matter by agreeing to pay a fine and performing certain undertak-
ings. Though the decision accepting the FCM’s settlement offer
does not discuss the facts of the case in any detail, the stark con-
trast between the trading results of the AP and his customers is pre-
cisely the sort of information referred to in the Unusual Account
Activity section of this Report.
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In re Timothy M. Bengson, CFTC Docket 00-21 (CFTC June 28,
2000) presented a pattern similar to Northern. Bengson was an AP
with trading authority over an account owned by his girlfriend and
other customer accounts. As in Northern, over 90 percent of the
trades allocated to the favored account were profitable, with profits
totaling over $50,000. One difference between the two cases,
though, is the manner in which the allocations were performed. At
the time Bengson placed orders, the office or floor order tickets
did, in fact, identify the account for which the trade was placed.
Bengson, however, changed the account identifier before the trade
was placed in a customer account. In other instances, he instructed
the firm’s back office to transfer positions from one account to
another. Another difference is that the FCM was not charged with
any violations. The FCM in this case detected the suspicious
activity, conducted an internal investigation and reported the
results to NFA, all steps that are recommendations for best prac-
tices in this Report.**

The remaining settled cases involve situations in which the pri-
mary person conducting the fraudulent allocation was not an
employee of the carrying FCM. In re FSI Futures, Inc., et. al.,
CFTC Docket 95-9 (CFTC January 8, 1998), presented an unusual
twist in fraudulent allocation schemes. In this case, a German bro-
kerage firm with a large discretionary customer base opened a
number of trading accounts identified as proprietary with a non-
exchange member FCM. The accounts were serviced by an IB that
entered virtually identical matching long and short trades for the
foreign firm by phoning the buys to one desk of the clearing FCM
and the sells to another desk of the clearing firm. In other
instances, the IB would phone one side of the order to the clearing
firm and the other side to another FCM, with instructions that the
trade be given up to the clearing firm. Although the trades were
offsetting, they were reported to the foreign firm as open positions
because, at the firm’s direction, the buys were placed in certain
accounts and the sells in other accounts. The net result is that the
German firm reported over $10 million in trading losses to its dis-
cretionary account customers, though the firm had actually suf-

44 See also, In the Matter of Gary Hanson, NFA Case No. 95-BCC-013.
Hanson was an AP of an FCM who was found after a hearing to have allocated
profitable trades to members of his family and unprofitable trades to customers.
Hanson was expelled from NFA membership. As in the Bengson case, the FCM
detected the allocation scheme, conducted an internal investigation, reported the
results to NFA, made restitution to the customers and, as a result, was not
charged with an NFA rule violation.
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fered trading losses of only $1.5 million. The difference was wired
by the FCM to the German firm’s Swiss banking accounts.

The Commission found that FSI and the IB were far more than
passive participants in the scheme and that the IB aided and abet-
ted the fraudulent allocation of trades and that the FCM failed to
supervise. The Commission cited a number of factors that estab-
lished that the FCM and IB were aware that the accounts in ques-
tion were, in fact, customer omnibus accounts, that there were
numerous trading irregularities in the trading of the accounts and
that the money flow in and out of the accounts was suspicious.
The Commission revoked the IB’s registration, and the FCM was
required to withdraw its FCM registration.

The cases that gave rise to this Report, In re Capital Insight, supra,
also involved allocations among accounts introduced by an IB. In
Capital Insight, an IB introduced approximately 70 discretionary
accounts to Refco, Inc. The IB routinely placed orders for thou-
sands of T-Bond futures and options contracts each day through
Refco’s floor desk, in many instances without providing account
identifiers. Once the orders were executed, the IB allocated the
trades among the customer accounts and, at times, moved trades
between customer accounts after they had been assigned and, in
some cases, after they had cleared. In its order accepting Refco’s
settlement offer, the Commission cited a number of factors that
should have alerted Refco to the improper allocations. Repeated
warning letters from the CBOT regarding late submission of trade
data for these accounts, complaints from former customers that
identified suspicious trading activity, warnings from supervisory
personnel based on internal reports of trading profits and losses,
actual knowledge by senior staff that the IB was placing trades
without identifiers, acceptance of the IB’s orders to transfer posi-
tions among accounts without taking any steps to confirm the pro-
priety of those transfers—all of these were bases for the Commis-
sion’s finding that Refco had properly failed to supervise the allo-
cation process. Refco paid a significant fine and agreed to certain
remedial actions. The IB agreed to the issuance of a permanent
injunction and the disgorgement of profits.

In re Kemper Financial Services, Inc., CFTC Docket No. 94-1
(CFTC October 20, 1993), did not involve an IB but is another
case in which the fraudulent allocation scheme was engineered by
someone who was not employed by the FCM carrying the affected
accounts. In Kemper, the respondent was both a registered CTA
and a registered Investment Advisor. One of Kemper’s APs had
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responsibility for trading stock index futures for two mutual funds
and for Kemper’s employee profit sharing plan. The AP would
place trades without providing account identification and subse-
quently allocated profitable trades to the employee profit sharing
account and losing trades to the mutual funds. The Commission
found that Kemper failed to supervise the AP and the allocation
process. Kemper was required to make restitution and to pay a
significant fine.

In two other CFTC enforcement actions, customers of FCMs had
employees who controlled trading in both their employers’
accounts and their own personal accounts. The customers’
employees used their positions to allocate profitable trades to their
personal accounts, in each instance with the assistance of employ-
ees of the FCM.*® In In re Woodstock, Inc., et. al., CFTC Docket
87-4 (CFTC December 17, 1986), an officer of a savings and loan
association at times instructed the firm to move positions from the
savings and loan’s account to his personal account. These trans-
fers were accomplished either by altering floor order tickets or by
instructions to the FCM’s back office, passed on by the FCM’s AP
at the officer’s instructions. The net result was that the account of
the savings and loan’s employee had gains of $6,500 while the
savings and loan’s account lost over $9 million. The FCM paid a
significant fine to settle allegations of improper supervision.

In re Prudential Securities, Inc., et. al., CFTC Docket 92-99 (CFTC
September 29, 1992), was quite similar to the Woodstock fact pat-
tern. In Prudential, a bank officer was the only individual allowed
to open a personal trading account through the firm’s Institutional
Financial Futures Department. Several month’s later, the bank
officer also opened an account on behalf of the bank. The officer
had trading authority over both accounts. With the knowledge of
the firm’s supervisory personnel, the bank officer would place
trades through an AP but not identify the account for which the
trade was placed until later in the day. In other instances, the firm
followed the bank officer’s instructions to transfer trades from the
bank’s account to his personal trading account. In the six months
before the bank opened an account, the bank officer had suffered
losses of over $30,000 in his personal account. In the 18 months
after the bank opened its account, the bank officer had over $2

4 See also, In the Matter of Deborah Dean, NFA Case No. 93-BCC-006,
and In the Matter of Leslie Peterson, NFA Case No. 89-REG-049, for two addi-
tional cases in which APs of FCMs facilitated allocation frauds engineered by
employees of the FCM’s customers. Both respondents were barred from the
industry.
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million in profits in his personal account. Prudential settled alle-
gations of improper supervision by paying a significant fine and
agreeing to certain enhancements to its supervisory procedures.
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I0SCO Principles for the
Oversight of Screen-
Based Trading Systems
for Derivative Products

1.

APPENDIX G

The system sponsor should be able to demonstrate to the
relevant regulatory authorities that the system meets and
continues to meet applicable legal standards, regulatory
policies, and/or market custom or practice where relevant.

The system should be designed to ensure the equitable
availability of accurate and timely trade and quotation
information to all system participants, and the system spon-
sor should be able to describe to the relevant regulatory
authorities the processing, prioritization, and display of
quotations within the system.

The system sponsor should be able to describe to the rele-
vant regulatory authorities the order execution algorithm
used by the system, i.e., the set rules of governing the proc-
essing, including prioritization, and execution of orders.

From a technical perspective, the system should be
designed to operate in a manner which is equitable to all
market participants, and any differences in treatment
among classes of participants should be identified.

Before implementation, and on a periodic basis thereafter,
the system and system interfaces should be subject to an
objective risk assessment to identify vulnerabilities (e.g.,
the risk of unauthorized access, internal failures, human
errors, attacks, and natural catastrophes) which may exist in
the system design, development, or implementation.

Procedures should be established to ensure the competence,
integrity, and authority of system users, to ensure that sys-
tem users are adequately supervised, and that access to the
system is not arbitrarily or discriminatorily denied.

The relevant regulatory authorities and the system sponsor
should consider any additional risk-management exposures
pertinent to the system, including those arising from inter-
action with related financial systems.
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10.

Mechanisms should be in place to ensure that the informa-
tion necessary to conduct adequate surveillance of the sys-
tem for supervisory and enforcement purposes is available
to the system sponsor and the relevant regulatory authori-
ties on a timely basis.

The relevant regulatory authorities and/or the system spon-
sor should ensure that the system users and system custom-
ers are adequately informed of the significant risks par-
ticular to trading through the system. The liability of the
system sponsor, and/or the system providers to system
users and system customers should be described, especially
any agreements that seek to vary allocation of losses that
otherwise would result by operation of law.

Procedures should be developed to ensure that the system
sponsor, system providers, and system users are aware of
and will be responsive to the directives and concerns of the
relevant regulatory authorities.
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